Preface

In the last few years more and more companies are organizing their software business
adopting the “as a service” approach, that is, offering it for usage but keeping the
control of its operation entirely within the boundaries of the company itself. This
shows a number of advantages both from the technical and business perspectives
and, at the same time, requires new ways of organizing and managing the lifecycle of
software. The DevOps movement was born to address this requirement and highlights
the importance of ensuring that operation and development are well coordinated and
work together in a seamless way.

In this context, researchers and practitioners have started exploring the possibility
of automating resource provisioning, software deployment, and ops-specific oper-
ations thanks to the development of Infrastructural software. Such infrastructural
software, also called Infrastructure as Code or laC, can be treated as any other type
of software and, therefore, subject to versioning, debugging, verification, reuse, and
the like. Nowadays, multiple IaC languages and frameworks have been developed,
each of which has its own peculiarities, focuses on specific tasks — from provisioning
to configuration, deployment and operation —, is able to manage specific resources,
and requires a significant language-specific and operation-specific knowledge.

The SODALITE H2020 project aims at offering a contribution to this endeavor
by offering a smart development environment for IaC and corresponding tools to
support the automation of various deployment and operation phases. The aim of this
book is to describe the approach and toolset proposed by this project. It presents also
some case studies that show the practical utility of the approach and hints for the
usage of SODALITE in other cases. The book is structured as follows:

* Chapter [I] provides an overview of the motivations for the development of a new
approach and framework in the area of IaC, of the state of the art, and of the
challenges to be addressed. Moreover, it describes the innovations introduced by
SODALITE.

* Chapter 2] presents a general overview of the SODALITE approach and of the
workflows it supports.
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* Chapter [3] focuses on the problem of defining deployment models for complex
application and presents the solution proposed by SODALITE in this context.

* Chapter [4] presents our approach to ensure the quality of IaC and to create opti-
mized execution containers for components running on High Performance Com-
puting (HPC) clusters.

* Chapter [5] presents the SODALITE runtime environment, including the features
to support adaptation of running systems and identification of refactoring possi-
bilities for the IaC associated to a certain software.

* Chapter[6|describes how the SODALITE approach can be used to deploy complex
software across various platforms in the Cloud, Edge, and HPC domains, with a
specific focus on OpenStack, AWS EC2, Kubernetes, and PBS Torque/Slurm.

* Chapter[7]describes the case studies in which the SODALITE approach has been
used.

* Finally, Chapter [§] concludes the book by providing an overview of how the
SODALITE results are being packaged in ready-to-use tools and then discussing
about future research challenges.
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external advisory board members, Nicolas Ferry, Andreas Metzger, Mark Parsons for
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Chapter 1

Orchestrating Heterogeneous Applications:
Motivation and State of the Art

Elisabetta Di Nitto and Daniel Vladusic¢

Abstract This chapter presents the motivation for SODALITE highlighting the
difficulties faced by developers of complex applications when they need to deploy
such applications in execution contexts where the usage of heterogeneous resources
(HPC, Cloud and Edge) coexist. An overview of the state of the art to highlight gaps
and open issues is also presented.

1.1 Preliminaries

In recent years, the global market has seen a tremendous rise in utility computing,
which serves as the backend for practically any new technology, methodology or
advancement from healthcare to aerospace. General purpose GPUs are becoming
common currency in datacentres while specialized FPGA accelerators, ranging from
deep-learning specific accelerators to burst buffers technologies, are becoming “the
big coin”, enormously speeding up applications execution and likely to become com-
mon in the near future. We are entering a new era of heterogeneous, software-defined,
high-performance computing environments. In this context, SODALITE aims to ad-
dress this heterogeneity by focusing on how to deploy and operate complex software
into environments that comprise accelerators/GPUs, configurable processors, and
non-x86 CPUs such as ARMVS.

In our view, a complex software system is composed of several and different
components built for different purposes, featuring different execution models (from
microservices to batch jobs) and requiring different QoS. For example, consider a
web application that runs an Al inference algorithm to recognize specific objects

Elisabetta Di Nitto
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Daniel Vladusi¢
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2 Elisabetta Di Nitto and Daniel Vladusic¢

within some images or to identify the products that a certain user will, likely, prefer.
In this case, a heterogeneous setting would be the best choice for deploying such
an application. More specifically, the microservices and web server will find their
optimal configuration on the cloud, while at least part of the inference algorithm or
its training phase may run more effectively on an HPC cluster based, for instance,
on GPUs.

Having the application to be executed in a heterogeneous infrastructure can bring
several advantages in terms of efficient use of the available resources and effective
execution of the system. Nevertheless, being able to effectively deploy and operate
application components in a heterogeneous environment today requires an in-depth
knowledge of each target infrastructure, of the execution models each of them sup-
ports, and of the mechanisms that can be exploited to efficiently enable information
exchange between the application parts deployed on different types of resources.

In general, Infrastructure as Code approaches do support effective deployment
of applications but, at the same time, highlight a number of challenges. In the next
sections, we will provide a brief analysis of the state of the art in the main relevant
areas of modelling, deploying and operating complex applications (Section[T.Z), we
will then highlight the challenges that are left open by the available approaches (Sec-
tion[I.3) and, finally, we will highlight the main innovations offered by SODALITE
to cope with these challenges (Section[I.4).

1.2 State of the art analysis

1.2.1 Application Deployment Modelling

Approaches supporting application deployment assume that the application DevOps
team develops a deployment model, that is, a specification of the components be-
longing to the application and their connectors, as well as their dependencies on
a specific technological stack, if any. Infrastructure as Code approaches, such as
TOSCA [9] and Ansible[T]do offer effective means to specify a deployment model.
When this model is available, then an orchestrator can execute it and deploy the
corresponding components on the available resources.

TOSCA is a standard TaC language that was designed to support a Cloud in-
formation model that can be extended through the definition of new node types
and through inheritance. TOSCA itself is implementation agnostic. This means that
the implementation of operations aiming at controlling the lifecycle of nodes (e.g.,
creation, scaling, deletion, ...) can be defined in a wide spectrum of languages
ranging from bash scripts and Python to infrastructure management tools like Chef,
Puppet or Ansible. These three are all open-source tools mostly designed to help
DevOps configure and manage the infrastructure. Both Chef and Puppet have been
designed as an Agent-master solution and thus need agents installed on each node for

1 https://www.ansible.com/
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configuration. The offered [aC language is Ruby-like, which is usually considered
difficult to learn. Ansible offers a simple and clean declarative IaC language which
is widely accepted and easy to learn and adopt. Also, Ansible is characterized by a
vast community support and probably the largest set of cloud infrastructure libraries
support (Ansible Galaxy). Ansible is an inherently simple agentless approach to
remote infrastructure management and is implemented through the standard Python
Paramiko SSH library enabling the DevOps to manage any infrastructure accessible
through SSH.

Waurster et. al. [[14]] propose the concept of the essential deployment metamodel
(EDMM) that captures the essential parts of declarative deployment models. In a
recent survey, Bergmayr et al. [2] reviewed the current approaches to modeling cloud
applications. They observed that existing modeling languages lack interoperability,
and, to cope with this, suggested to leverage the TOSCA standard. In [16], they
identified an EDMM-compliant subset of TOSCA, to enable the transformation from
TOSCA-based specifications of deployment models to those in the languages used
by the industrial infrastructure as code (IaC) tools such as Ansible and Terraform.

As observed in [[15| [2], there are several graphical modeling tools (IDEs)
in existence for cloud infrastructure and deployment modeling, for example,
Vino4TOSCA [5]] and OCClware [17]] provide visual notations for TOSCA and OCCI
(Open Cloud Computing Interface) modeling elements, respectively. OCCl is a stan-
dard for managing any cloud resources. In contrast, ARGON [12} 11]], DICER [1],
and SWITCH [/13]] provide the domain specific languages (DSLs) tailored to specific
application domains, for example, public cloud infrastructures including their elas-
ticity, data-intensive (big data) applications, and containerised microservice-based
cloud-native applications.

1.2.2 Application Deployment and Operation

A common approach to enacting high-level or visual deployment models is to trans-
form them into artifacts that can be used by an orchestrator or deployment automation
tool. For example, ARGON and DICER employed model-to-model (M2M) trans-
formations to convert the models in their DSLs into deployable IaC artifacts, for
example, TOSCA blueprints and Ansible. Brabra et al. [4] also applied M2M trans-
formations to transform TOSCA-based models into Docker and Docker compose
configurations. Bernal et al. [3]] proposed a UML profile to model the key elements
of a cloud application and infrastructure, and used M2M transformations to trans-
late UML-based application models to the configuration files for a cloud simulator,
which enables the analysis of the performance of the application.

For what concerns the enactment of IaC, there exist TOSCA and OCCI based
orchestrators or runtime environments for cloud applications [2, |17} |13]], including
multi-cloud [[8 |7]]. Two interesting approaches that focus on hybrid cloud and HPC
applications are Croupier [6] and INDIGO [10]. Croupier is not fully compatible
with the official TOSCA standard as it uses its own adaptation of the TOSCA model.
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The INDIGO PaaS Orchestréallows instantiation of resources on the hybrid
virtualized infrastructures (private, public clouds, virtual grid organizations) with
the use of TOSCA YAML Simple Pro le v1.0. It is integrated with other INDIGO
services to enable best placement of the resources based on SLA and monitoring
from the available list of cloud providers. In order to deploy, con gure and update
laasS resources, the orchestrator uses an Infrastructure Manager (IM) that interfaces
with multiple cloud sites in a cloud-agnostic manner. Although the INDIGO PaaS
orchestrator allows to spin up a virtual cluster (e.g. managed by batch systems
such as PBS Torque/Slurm/Mesos) using TOSCA, the work ow management of the
jobs is not directly supported and it assumes the usage of work ow management
systems (e.g., Kepler) on top of deployed virtual infrastructure. Similarly, the partial
recon guration is done on laaS resources and it does not operate on the application.

1.3 Open Challenges

From the brief overview in the previous section, it should be clear that approaches
supporting the speci cation of deployment models and their execution to orchestrate
the deployment of complex applications do exist and they include also TOSCA, a
standardization e ort that is raising the interest of multiple organizations both in
academia and industry. However, when exploiting such approaches, a number of
challenges must be faced.

Fig. 1.1: Graphical representation of the SNOW deployment model.

2 https://github.com/indigo-dc/orchestrator
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First, de ning a proper deployment model for a complex application is not an
easy taskAs an example, Figure 1 shows a small portion of a deployment model
that describes some components from SNOW, one of the SODALITE use cases.
The description exploits the SODALITE Domain Speci ¢ Language, but any of the
available laC approaches would provide similar results. The gure is incomplete and
refers only to three out of the about 10 components of the whole architecture. The
linesinthe gure show various kinds of relationships between the components of the
SNOW architecture. Capturing all of them, together with all the needed properties is
mandatory to enable the automation of the application deployment and con guration
and gives an idea of the complexity of the speci cation e ort. The problem we see
is that current approaches do not provide guidance to the developers of such models
that, as a consequence, must be very experienced.

Second, even when an expert able to master TOSCA and Ansible, or any other
similar laC approach, is available, sthis expert will need to have at his/her disposal
the speci cation of the resources to be used for deploymarfact, every resource
is assumed to be speci ed before its usage. This speci cation should include many
peculiarities and details that vary from provider to provider, especially when we
want to ensure optimized performance of the application to be executed. In some
cases, the amount of available resources is not even known in advance and must be
discovered on the y. This is especially the case when using edge devices.

Finally, every new type of resource, even di erent traditional cloud laaS, o er
di erent APIs and di erent access control mechanisni$ius, exploiting such re-
sources and monitoring them and being able to adapt the application based on their
status is, per se, a non-trivial task, even if nowadays these are supported by various
experimental orchestrators and initiatives.

1.4 Innovations o ered by SODALITE

SODALITE tries to address the problems described in the previous section by pro-
viding intelligent assistance during the deployment model creation phase and in
enabling the end users to include in a deployment model pieces of information suit-
able to support the de nition of QoS constraints, the optimization of used resources
and a proper con guration of the execution and monitoring environment.

Moreover, SODALITE supports resource experts in modeling their resources and
in automating the process of discovering new resources and deriving suitable models
for them.

It o erslight-weight execution environments, which are essentially cross-platform
containers that enable the user to execute, with di erent performance, the same
application components on heterogeneous resources in a seamless way and allow
them to be built automatically.

Another important aspect concerning SODALITE is enabling design-time op-
timization of applications. To exploit HPC resources in the best possible way, the
application code may need to be tuned and/or scaling actions may need to be exe-
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cuted (e.g., increasing the number of cores, accelerating with GPUs or coprocessors,
enabling faster storage, etc.). Such actions must be tailored considering the type of
application components to be deployed, their QoS requirements and the available
resources. The SODALITE Application Optimizer, MODAK, focuses on these is-
sues and o er a framework that, given the speci cation of a few constraints as part
of a deployment model, is able to generate the scripts to be executed in an HPC
environment to achieve an optimized execution of application components.

SODALITE supports also the identi cation of defects in deployment models and
of possible recon guration options of running application con gurations. Thanks to
machine learning, SODALITE analyses the previous history of deployment models
that had to be corrected to identify defects, thus building a taxonomy of defects that
is then used to provide suggestions to DevOps experts. Defects include code smells,
errors and anti-patterns.

At runtime, SODALITE enables on the y optimization of applications by dy-
namically scaling in and out computational resources depending on the specic
applications being considered, but also by identifying, through machine learning,
possible con gurations that perform better than others and suggest them to DevOps
experts when the monitoring system reveals the presence of problems in the current
con guration

Another considered aspect concerns the support to data placement-aware deploy-
ment and to data movement between HPC, Cloud and edge resources. These aspects
are very important as they have a strong impact on application performance. SO-
DALITE optimizes data movement at two di erent levels: single components and
compositions of multiple components. For the former case, we explore asynchronous
data transfer, caching, and prefetching of the data. For the latter case, we explore
using e cient data movement across storage and network to improve the work ow
performance.

Providing proper identity and access management is a crucial part of protecting
both user data and sensible project information. There are two di erent facets we
consider in the scope of SODALITE. The rst one concerns the mechanisms that
control access to the SODALITE platform itself. This is covered through a role-based
Identity and Access Management (IAM) implementation (keycloak) for SODALITE
users and other implementations for secret and credential management (e.g., Vault or
similar). The second aspect concerns the possibility to model privacy and security-
related resources, such as Virtual Private Networks, so that they can be instantiated
and reused in the deployment models of speci ¢ systems and, thus, their deployment
and con guration be automated as well.

1.5 Book objectives

The objective of this book is to: i) present the approach and tools constituting the
SODALITE solution, ii) to describe how the approach can be used by a DevOps
team, and iii) how it has been adopted by the three SODALITE case studies.
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Chapter 2
The SODALITE Approach: an Overview

Luciano Baresi, Elisabetta Di Nitto and Daniel Vladuzif

Abstract This chapter presents the main characteristics of SODALITE to give the
reader an overall picture, which will be detailed in the following chapters.

2.1 Introduction

As discussed in the previous chapter, SODALITE focuses on the con guration,
deployment and operation of complex applications. Often these are developed by
specialists of particular application domains and particular development technologies
that, however, are not necessarily expert of the resources from which applications
could bene tfor their execution. This implies that for such teams it is not easy to take
care of IT-intensive tasks such as handling the deployment of complex applications
on multiple heterogeneous infrastructures, making this process repeatable with no
errors, ne tuning the execution of applications in order to keep performance and
costs under control.

There are many evidences of the complexity of such tasks that have lead to the
introduction of the DevOps lifecycle, to reinforce the importance and the advantages
of a good cooperation between Dev and Ops, and to the emergence of the Infras-
tructure as Code (IaC) paradigm, which implies the possibility to write software that
de nes the way applications should be deployed, con gured and executed.

While the literature presents several approaches that support some DevOps and
laC activities in a cloud environment, the main novelty of SODALITE is essentially

Luciano Baresi
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to create a complete framework tackling multiple DevOps aspects and targeting
multiple types of resources.

2.2 SODALITE main features

The envisaged platform is supposed to serve di erent users, who are experts in
di erent aspects, related to the de nition and operation of software-de ned com-
puting infrastructures, and requires resources to carry out the di erent activities.
Figure 2.1 presents the use cases served by the features provided by SODALITE.
Before discussing the use cases, we must introduce the di erent actors with which
they interact. These can be groupedhirman actorandresources

Fig. 2.1: Actors and use cases.

The envisaged human users are the following. To ease their harmonization in the
context of a standard life-cycle, they can also be mapped onto the roles in charge
of some of the processes de ned in the ISO/IEC/IEEE standard 12207 Systems and
software engineering Software life cycle processes [1]:

Application Ops Expert (AOE) is in charge of operating the application and,

as such, is in charge of all the aspects that refer to the deployment, execution,
optimization and monitoring of the application. He/she is supposed to know the
applications to execute and the requirements on both the deployment/execution
environment and the quality of services he/she is interested in. This role can cor-
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respond to ISO/IEC/IEEE role in charge of Operation processes and maintenance
processes as they focus on the day-by-day operation.

Resource Expert(RE) is in charge of dealing with the di erent resources re-
quired to deploy and execute the application. This role is in charge of application
component technologies, of cloud, HPC, and GPU-based computing infrastruc-
tures, or of middleware solutions for both storing data and allowing components to
communicate. This role can correspond to IEEE roles in charge of Infrastructure
management and Con guration management processes, given they are supposed
to allocate and manage resources and con gurations.

Quality Expert (QE) is responsible for the quality of service both provided by

the execution infrastructure and required by the executing application. Being part
of the SODALITE ecosystem, he/she is in charge of o ering libraries of patterns
for addressing speci c performance and quality problems in the SODALITE
applications. This role can can correspond to IEEE roles in charge of Quality
Management and Quality assurance processes because they oversee the overall
quality of deployed applications and thus of the project itself.

The resources of interest for SODALITE cover the ones needed to operate appli-

cations on SODALITE. These can be specialized in:

Application components are the executables the applications of interest are
partitioned in. These components can be based on diverse technologies and come
both as black-boxes and as complete packages, that is, the executables come with
source code and with any other external artifact needed to compile, deploy, and
execute them.

Execution platforms provide the means to execute the di erent application com-
ponents. They can be cloud based elements (e.qg., virtual machines or containers),
HPC infrastructures, or clusters of GPUs.

Middleware frameworks provide the underlying glue and help both store the

di erent data and artifacts and make the di erent elements communicate. Among
the others, middleware frameworks include communication elements such as
VPNSs (Virtual Private Networks) and any other element needed to con gure the
interaction between the other resources or the application components.

Identi ed use cases re ect the main activities human actors can trigger or partic-

ipate in as part of the life cycle management of laC. Lack of room does not allow
us to provide the details of each single use case. Figure 2.1 provides a high-level
view of the scope of the project while Table 2.1 lists all the use-cases covered by the
project. The rationale behind the di erent use cases is the following:

To make the SODALITE framework usable by AOEs, it must be populated with
information concerning the resources that can be exploited at runtime. This re-
quires modelling resources (UC13) and making them available, as part of the
SODALITE Domain Speci ¢ Language, to AOEs. This activity is performed by
Resource Experts who are also in charge of mapping the modelled resources into
speci ¢ optimization patterns (UC12). These experts can then also search for the
resources they need by querying the system for already-de ned resources (UC17).
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ID [Use case AOE RE QE
UC1 |De ne Application Deployment Model
UC2 |Select Resources
UC3 |Generate laC code
UC4 |Verify laC
UCS5 |Predict and Correct Bugs
UCB6 |Execute Provisioning, Deployment and Con guration
UC7 |Start Application
UC8 [Monitor Runtime
UC9 |Identify Refactoring Options
UC10|Execute Partial Redeployment
UC11{De ne laC Bugs Taxonomy X
UC12|Map Resources and Optimisations X X
UC13|Model Resources X
UC14|Estimate Quality Characteristics of Applications and Workload X
UC15|Statically Optimise Application and Deployment X
UC16|Build Runtime Images X
UC17|Platform Resource Discovery X
UC18|Deployment governance X

XX XX XXX XXX

Table 2.1: SODALITE use cases.

The Quality Expert de nes a bug taxonomy for laC (UC11) that helps AOEs in
predicting bugs (UC5). Moreover, he/she experiments with application compo-
nents and prototypes to estimate their quality characteristics (UC14).

AOEs start their activity by de ning an application deployment model (UC1).
This model includes the main components of an application and any constraint or
requirement on their deployment, con guration or execution. At this point they
can either rely on the resources the SODALITE system would assign by default,
or they could select speci ¢ resources (UC2). After this step, they are ready to
trigger the automatic generation of laC code (UC3) and its veri cation (UC4)
as well as bug prediction and correction (UC5) and static optimization (UC15)
aiming at improving application performance. Of course, these activities may lead
to some reiteration in the mentioned use cases until the point in which, as part of
the laC code generation, AOEs generate the needed runtime images (UC16). Then
AOEs can trigger the execution of provisioning, con guration and deployment
(UCB), start the application (UC7) and start monitoring the execution (UC8) with
the purpose of checking that everything is working well and, in case of problems,
of identifying possible refactoring and deployment improvement options (UC9).
As a result of this identi cation, they can go back to the modelling and laC
generation/veri cation/optimization phases and, at this point, trigger a partial
redeployment of the system (UC10). After completing a deployment, they can
also take care of governing it (UC18).

All use cases are mandatory steps for a proper usage of SODALITE, with the

exception of the following ones that concern steps that can either be triggered by the
actors or can be skippe8elect Resourcesince default resources can be assigned

to

an application if no one is select@dedict and Correct Bugsas the AOE may
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be willing to exclude this automated correction and may want to take care of bugs
by himself/herselfMonitor runtime as, while monitoring is highly bene cial, it

may introduce an overhead that users may want to exclude. Of course, excluding
monitoring implies that UC9 and UC10 (refactoring and redeployment) cannot be
performed.ldentify Refactoring Options, Execute Partial Redeployment and
Statically Optimizer Application and Deployment represent the most advanced
features o ered by SODALITE, but the user can still use the platform without
exploiting them.

2.2.1 Work ows

This section presents the main work ows supported by the SODALITE platform.
They are focused on three major primary users of SODALITE - Application Ops
Experts, Resource Experts, and Quality Experts - plus a secondary user, the system
administrator in charge of deploying and con guring the SODALITE platform itself.

In the following we present the work ows associated with these types of users and
highlight the artifacts produced in these work ows and where they are located during

a normal execution of the SODALITE platform.

Fig. 2.2: Work ow for the Resource Expert
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Figure 2.2 presents the work ow typically followed by the Resource Expert.
He/she is in charge of creating resource models and Ansible playbooks to support
the execution of the corresponding operations. In the case a model of the resource
under consideration is already available, for instance, because the Platform Discovery
has automatically de ned the resource, the Resource Expert will limit his/her work
to the selection of a speci c resource and to the creation or the selection, in case
they are already available, of the Ansible Playbooks that implement the operations
to be executed for that resource if needed.

The Resource Expert performs his/her activities by exploiting two SODALITE
tools, the IDE for all modeling/editing activities and, indirectly, the Platform Dis-
covery.

The Knowledge Base is the main data store used in this work ow. It includes the
resource models and it is updated with the URL of the Ansible scripts associated to
such resource models. The Ansible Modules Repository is an o -the-shelf directory
o ered by the Ansible community and including all available modules. The Ansible
playbooks used or produced within the context of SODALITE can be made available
on any datastore, including a git repository, that supports their identi cation through
a proper URI.

Application Ops Experts are involved in two types of activities within the context
of SODALITE, those concerning the design of AADMs and those concerning the
execution of the corresponding TOSCA and Ansible scripts and the application
runtime.

Fig. 2.3: Design-time work ow for Application Operation Expert.
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Figure 2.3 shows the design time activities performed by Application Ops Experts
to prepare the deployment of a complex application. First they focus on preparing
the images of the application components by packaging them in proper execution
containers; this activity is supported by the Image Builder. In parallel, they de ne
the Abstract Application Deployment Model (AADM) through the SODALITE
IDE. This task is an iterative activity that requires interaction with the SODALITE
Knowledge Base and terminates when the user is satis ed by their AADM. When
images and the AADM are saved in the Image Repository and Knowledge Base,
respectively, the AOE generates the TOSCA blueprint. If needed, the optimization
of component code and associated containers is performed as part of this phase.
The resulting TOSCA blueprint is stored in any repository, e.g. Git, that o ers a
URI-based mechanism for identifying its elements. Finally, the TOSCA Blueprint,
together with the associated Ansible playbooks (de ned by the Resource Experts)
are analyzed to assess the presence of possible problems and bug smells that, if
revealed, bring the AADM back into the modeling phase.

Fig. 2.4: Runtime work ow for Application Operation Expert.

Figure 2.4 describes the runtime activities that are overseen by AOEs. They
are all automated, but their results can be inspected through proper dashboards. The
process starts with the orchestration of a TOSCA blueprint and the associated Ansible
Playbooks. The result of this step, when successful, is a complex application ready
to start its execution. After execution starts, the continuous activities concerning
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monitoring, auto-scaling, and refactoring are performed. Refactoring can result in
changes in the TOSCA blueprint that trigger a new deployment orchestration step. In
this process, monitoring data are produced by the monitoring platform and exploited
by the auto-scaling mechanism for short-term ne-tuning and by the refactoring for
identifying longer term potential issues. TOSCA blueprints are retrieved and stored,
when changed, in any suitable repository as already discussed in reference to the
design time activities.

Fig. 2.5: Work ow for Quality Expert.

The Quality Expert is in charge of developing proper optimization models that
constitute the inputs to the Application Optimizer (MODAK). He/she is assumed
to run, externally to SODALITE, benchmarks to measure the characteristics of
available resources. Based on these, he/she de nes the optimization models based
on the data acquired during the benchmark phase. The creation of Optimization
Models is supported by the IDE, while the models are stored in the SODALITE
Knowledge Base. Figure 2.5 provides an overview of the described work ow.

The last work ow associated with the usage of SODALITE concerns the activities
carried out by the system administrator in charge of making the SODALITE platform
available to other users. Given that this platform comprises multiple components, it
is, by de nition, a complex application. As such, its deployment and con guration
have been automated through a proper TOSCA blueprint. This work ow is then
completely automated.

2.3 SODALITE overall architecture

Figure 2.6 shows the SODALITE platform architecture. Itis organized in three layers,
the Modelling layer, the Infrastructure as Code layer, and the Runtime layer.

The Modelling layer includes a set of SODALITE domain ontologies, resulted
by the abstract modelling of the related domains (applications, infrastructure, per-
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Fig. 2.6: Runtime work ow for Application Operation Expert.

formance optimization and deployment), and constituting the Semantic Knowledge

Base. A dedicated middleware (Semantic Reasoner) is in charge of the population of
data and the application of rule-based Semantic Reasoning. The IDE o ers support
for the nal users for the design of deployment models.

The Infrastructure as Code Layer (IaC Layer) o ers APIs and data to support the
optimization, veri cation and validation process of both Resource Models (RM) and
Abstract Application Deployment Models (AADM). Moreover, it prepares a valid
and deployable TOSCA blueprint through the IaC Builder and o ers the Platform
Discovery Service, which supports the tasks of the Resource Expert by creating a
valid TOSCA platform resource model to be stored into the SODALITE Knowledge
Base.

The Runtime Layer of SODALITE is in charge of the (re)deployment of SO-
DALITE applications into heterogeneous infrastructures, their monitoring and dy-
namic recon guration. Itis composed of the following main blocks: i) An Orchestra-
tor that receives the laC description of the application to be deployed or re-deployed
and executes it by deploying the application components on the target infrastructure.
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if) A Monitoring system which enables the users to visualize multiple metrics and
the refactoring mechanism to initiate any needed recovery action. iii) A Refactoring
component that identi es possibilities for increasing the e ciency of the system and

proposes to the end users possible redeployment options.

SODALITE provides tools and methods to authenticate and authorize actions on
API endpoints using open-source ldentity Management and Secure Secret handling
tools. While authorization is required - a single SODALITE endpoint can manage
di erent infrastructures belonging to di erent domains. Apart from proper authen-
tication and authorization of user actions, safe secret management across the whole
deployment pipeline is also required and ensured by SODALITE.

As a basis for authorization the OAuth 2.0 protocol was chosen, which is the
de-facto industry standard for authorization. As for IAM provider, SODALITE uses
Keycloak - a popular and widely used open source tool which simpli es the creation
of secure services with minimal coding for authentication and authorization. It
allows wide customization of options exceeding the needs of SODALITE. Along
with the basic authentication mechanism provided by Keycloak, SODALITE can
also support such features as 2-factor authentication and seamless integration with
third party identity providers like Google or GitHub.

Apart from properly authorising user's actions, the Security Pillar handles also
infrastructure secrets like RSA keys, tokens, and passwords. This involves two points
to be addressed: Security of data in use and security of data at rest.

The rst point is mitigated by properly handling the secrets across the whole
pipeline: unencrypted information is not stored, security critical parts are not logged,
users are managed on virtual containers that host the SODALITE components. For
addressing the second point, Hashicorp Vault was chosen, which is probably the
most widely used open source tool for secret management.

2.4 A running example: Snow

This section is dedicated to an overview of the Snow example that will be used in the
following chapters in all cases we want to exemplify the usage of the SODALITE
features.

Snow exploits the operational value of information derived from public web media
contents to support environmental decision-making in a-snow dominated context. An
automatic system crawls geo-located images from heterogeneous sources at scale,
checks the presence of mountains in each photo, identi es individual peaks, and
extracts a snow mask from the portion of the image denoting a mountain. Two main
image sources are used: we crawl touristic webcams in the Alpine area and search
Flickr for geo-tagged user-generated mountain photos in the Alpine region.

Both image types carry, explicitly or implicitly, information about the location
where the image is taken, but require estimating the orientation of the camera during
the shot, identifying the visible mountain peaks, and ltering outimages not suitable
for snow analysis (e.g., due to fog, rain etc.).
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Fig. 2.7: Snow: Foreseen pipeline.

The two multimedia processing pipelines, shown in Figure 2.7, share common
steps but also have di erences.

Pictures from Flickr tagged with a location corresponding to a certain mountain-
ous region do not ensure the presence of mountains. For this reason, the presence
of mountains in every photograph is estimated and the non-relevant photographs
are discarded. The process to classify an image rst computes a xed-dimensional
feature vector, which summarizes the visual content, and then provides it to a Sup-
port Vector Machine (SVM) classi er to determine whether the image should be
discarded or not. A dataset of images annotated with mountain/no mountain labels
is needed to train the model.

Outdoor webcams represent a valuable source of visual content. They expose
a URL which returns the most recent available image. In this case, the resulting
images need to be ltered by the weather conditions, since these can signi cantly
a ect short- and long-range visibility. Additionally, snow cover changes slowly over
time, so that one measurement per day is su cient; for this reason, an aggregation
of the images obtained during the day is desirable.

The distance between the shooting location and the framed mountains can be
very high (tens of KMs). The photo geotag only is not su cient for the analysis of
the mountains. It is necessary to determine which portions of the image represent
which mountains, identify the geographical correspondence of each pixel: estimate
whether it is a terrain surface or sky, what is the corresponding geographical area,
what are its GPS coordinates, altitude and distance from the observer. Once an
image is geo-registered, the portion of the image that represents the mountain area
can be analysed and divided into snow and non-snow areas. Mountain Image Geo-
registration (MIGR) is done by nding the correct overlap between the photograph
and a 360-degree cylinder with a virtual mountain panorama, i.e., a synthetic image
of the visible mountain skyline generated with a projection from DEM (Digital
Elevation Model) data and from the camera shooting position.

A snow mask is de ned as the output of a pixel-level binary classi er that, given
an image and a mask M that represents the mountain area as inputs, produces a mask
S that assigns each pixel of the mountain area a binary label denoting the presence
of snow. Snow masks are computed using the Random Forest supervised learning
classi er with spatio-temporal median smoothing of the output. To perform the
supervised learning a dataset of images with an annotation at pixel level indicating
if the pixel corresponds to the snow area is needed.
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The pipeline produces a pixel-wise snow cover estimation from images, along
with a GPS position, camera orientation, and mountain peak alignment. Thanks to
the image geo-registration and orthorecti cation (using the associated topography
data) it is possible to estimate the geographical properties of every pixel, such as its
corresponding terrain area and altitude. Consequently, it is possible to compute the
snow line altitude (the point above which snow and ice cover the ground) expressed
in meters.

The virtual snow index for an image is de ned d6&-H 1G-H= 1EB&G-H
where vsiis a virtual snow index function that transforms a pixel position into a snow
relevance coe cient and can be de ned &B8&-H= 1 and(1G-H= 1 indicates
it will be calculated for each pixel that corresponds to the snow mask obtained in
previous step.

2.5 Conclusion

In this chapter we have provided an overview of the SODALITE target users, of the
work ows SODALITE supports for them and of the SODALITE architecture. We
have also brie y described a case study, Snow, that will be used in the following
chapters to exemplify speci ¢ aspects of our approach.

The individual components of the SODALITE toolset are presented in the follow-
ing chapters. They are all available as open source sofiveenr@ as containerized
Docker image&
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Abstract The speci cation of deployment topologies for complex applications dis-
tributed across multiple heterogeneous infrastructures is a di cult process that en-
compasses multiple modeling tasks, engaging several actors, including application
ops experts, resource experts on the speci cation of the target infrastructure re-
sources, quality experts on the application optimization, and application adminis-
trators on the deployment governance. SODALITE proposes a novel infrastructure
as a code (laC) modeling framework that provides a model driven engineering
approach for the authoring of application- and infrastructure-level speci cations,
realizing an instantiation of an infrastructure as a code (IaC) modeling framework.
This chapter introduces the SODALITE IDE and the laC services. The IDE enables
SODALITE expert roles to model (conforming to the SODALITE DSMLs) and
generate laC artefacts facilitating the app deployment. Experts are assisted in the
modeling phase by the semantic knowledge inference and validation capabilities of
a Knowledge Base (KB), which is populated with laC descriptions for resources
semi-automatically discovered from target heterogeneous infrastructures. The IDE
leverages the SODALITE laC services for automatic target image preparation and
laC artifacts generation upon deployment.
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3.1 Introduction

Cloud computing and infrastructure virtualization are one of the well-known leading
technologies that companies are increasingly embracing.

The issues that virtualisation and expansion of infrastructure as a service based
approach introduced are the scalability, inventory management, complex network-
ing management, security policies, etc. Large scale virtual infrastructure systems are
di cult to control and manage and therefore usually need high level code snippets,
scripts or other advanced software artifacts to manage resources, services, deploy-
ments, upgrades, etc. The concepts of handling the code produced to manage and
automate infrastructure provisioning and manage systems can be de ned as Infras-
tructure as Code (laC) management. The usage of l1aC in the DevOps toolchain
enables:

Cost e ectiveness as automation e orts reduce simple and repetitive tasks;
Speed and e ciency as DevOps teams have tools for releasing infrastructure
updates and services much faster than in manual con guration scenario;
Immutable infrastructure as changes are applied by rebuilding resources instead
of modifying the existing resources;

Possibility of applying traceability, validation and testing to help reducing the
number of errors, mitigating risks, and leading to robust setup for built in security.

However, the adoption of laC implies also an increased complexity at it requires a
deep knowledge of the target infrastructures and of multiple laC scripting languages
to support the initial application deployment and application lifeycle management,
including upgrades, re-installations, recon guration, re-adaptation etc.

Many cloud resource management standards have been proposed for addressing
those interoperability and portability issues, such as TOSCAMI 2, and OCCB
However, those standards still cause interoperability problems, since the modeling
languages and the semantics di er among standards, resulting in non-reusable re-
sources. Thus, there is a high need for modeling the application components and the
resources in a standard machine-readable format.

To this end, Semantic Web technologies can promote interoperability, re-usability,
and intelligent decision support to various cloud-based systems. In SODALITE, we
have developed a rich conceptual meta-model that is based on the best practices on
ontology engineering in order to create a formal abstraction of the application and
the resources by representing the functional and non-functional requirements and
interlink them with other dependencies, and relationships. This meta-model aims
to create a formal abstraction of the application and of its resources by represent-
ing the functional and non-functional requirements and the dependencies among
components.

1http://docs.oasis-open.org/tosca/TOSCA/v1.0/0s/TOSCA-v1.0-0s.html
2 https://www.dmtf.org/standards/cloud
3https://occi-wg.org/



3 The SODALITE Model-driven Approach 23

However, the ontological model is not preferred as a front-end language, asitis not
user-friendly. Thus, a Domain Speci ¢ Language (DSL) has been designed to provide
a programming-oriented way to describe these models by o ering a lightweight
language abstraction that hides the complexity of the ontologies. Accordingly, our
SODALITE Integrated Development Environment (IDE) enables the application
developer to create DSL-compliant models for her application and infrastructure
resources. Then, the following processes for container-image preparation and laC
scripts generation result in the creation of a valid TOSCA CSAR blueprint.

The rest of this chapter is organized as follows. Section 3.2 presents the SO-
DALITE Domain Speci ¢ Languages and the corresponding editors that are part
of the IDE. Section 3.3 presents how the knowledge is represented in terms of
ontologies. Section 3.4 shows the smart features o ered by the IDE thanks to the
ontological inference. Section 3.5 describes the procedure how a user can prepare
container images of the applications. Section 3.6 presents the nal steps toward the
preparation of proper and ready to be executed Infrastructure as Code (I1aC). Finally,
Section 3.7 concludes the chapter.

3.2 The modeling approach and the IDE

The modeling of the deployment topology of complex applications across heteroge-
neous infrastructures engages a multidisciplinary team, consisting of several roles,
namely Application Ops Experts (AOESs), Resource Experts(REs) and Quality Ex-
perts(QEs), introduced in section 2.2.1, who are involved in the speci cation of
di erent deployment concerns. The SODALITE IDE supports these roles, through
di erent editors, to address their modeling needs. Each editor is specialized in the
creation of a kind of models, which are compliant to one of the SODALITE DSLs,
that describe a concrete aspect relevant for speci cation of the application deploy-
ment topology. The SODALITE DSLs are described in the following paragraphs.

3.2.1 Abstract Application Deployment Model (AADM)

AOEs tackle the modeling of an application topology as a model instance of the
AADM DSL. An AADM is a topology that is, a connected graph of application
components that declares the relationships among them and the requirements to
the infrastructure resources they need. They can be resolved, either at design or
deployment time, through the concrete selection of the suitable resources from a
target infrastructure. As the ultimate purpose of this AADM DSL is to simplify
the modeling of the application deployment topology, and its conversion into a
TOSCA[12] blueprint by the 1aC layer (see section 3.6), this DSL borrows modeling
concepts for TOSCA topologies, such as node templates and policy de nitions.
Moreover, leveraging TOSCA in SODALITE DSLs largely simpli es their adoption
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snow-weather-condition-filter:
type: docker/sodalite.nodes.DockerizedComponent
optimization:  ai_training.tensor_flow

properties:
docker_network_name: get_property:
entity:  SELF
property:  snow/snow-docker-network.name
req_cap: snow/snow-weather-condition-filter.network
volumes: [

"/tmp/conf/config.json:/SnowWatch-SODALITE/config.json" ,
"snow_volume_shots:/SnowWatch-SODALITE/data/shots" ,
/I"tmp/masks : /SnowWatch-SODALITE/data/masks}
"snow_volume_daily_shots:/SnowWatch-SODALITE/data/daily_shots" ]
image_name: "snow-weather-condition-filter:latest"
alias:  "snow-weather-condition-filter"
restart_policy: "always"
command: [
"{{ ansible_date_time.date }}" ,
"34 40 50 62 608 666 822 852 943 1307 6664"
registry_url: get_input: docker-registry-url
requirements:
host:
node: snow/snow-docker-host
dependency:
node: snow/snow-mysg|l
dependency:
node: snow/snow-docker-volume-shots
dependency:
node: snow/snow-docker-volume-masks
dependency:
node: snow/snow-docker-volume-daily-shots
dependency:
node: snow/snow-configuration-demo
network:
node: snow/snow-docker-network
registry:
node: snow/snow-docker-registry

List. 3.1: Snow component described in an AADM model

among end-users already familiarized with this de-facto Cloud deployment language.
Listing 3.1 shows an excerpt of an AADM for the Snow UC application. In there

a snow-weather-condition-filter component is declared as an instantiation

of the abstract typ®ockerizedComponent It overrides some of the properties
inherited from that type, in order to further specialize the component. Moreover, it
declares an explicit dependency on another composeaty-mysql, and expresses
some requirements such us tregistry and network to be used, as well as

the infrastructure resource where ttost the component. Finally, it makes use

of a speci c optimization that is described in the next paragraph. Despite these
requirements have been speci ed at design time in this example, the abstract nature
of the AADM permits the resolution of the mandatory requirements in the topology
at deployment time, assisted by the inference and reasoning capabilities of the
SODALITE ontologysee section 3.4).
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3.2.2 Optimisation model(OM)

QEs tackle the design of deployment optimizations as instances of the Optimization
Model (OM) DSL (see section 4.4.2). Such instances can be bound to components
declared in AADMs as in Listing 3.1. Listing 3.2 shows an example of optimization
model for components that use the TensorFlow Al training library. At a top level, QEs
build the optimisation model by specifying whether to enable optimal build for the
target €nable_opt_builfland auto-tuninggnable_autotuningand the application

type @pp_typé. Then, QEs add section-speci ¢ options that the optimiser can use
to select an optimised container and provide target-speci ¢ runtime options.

In the exampleppt_buildnode speci es the node architecture of the target and
autotuningspeci es the tuner tool and its input. The application-speci c options are
listed in theapp_type-ai_traininghode, with sub-nodeon g listing the application
con guration anddatalisting the data settings. Tra_framework-tensor ovshows
the Al framework-speci ¢ options for optimisation. Based on the optimisation model,
the application optimiser maps the optimal application parameters and deployment
settings to that of the target hardware and selects an optimised container.

Optimization models are shareable and can be linked to any application compo-
nent node declared in an AADM topology by setting thgimization  param-
eter. As an example, thenow-weather-condition-filter component node,
described in Listing 3.1, can be associated with the optimisation model (for a Ten-
sorFlow Al trainng application) in Listing 3.2. When a node in the AADM is
associated to an optimization model, the semantic reasoner validates the association
by cross checking entries like the application type and target architecture. At deploy-
ment time, the AADM and the associated optimisation model are passed on to the
application optimiser that actuates the de nition.

3.2.3 Resource Model(RM)

REs tackle the modeling of infrastructure resources as model instances of the Re-
source Model (RM) DSL. This DSL de nes classes for describing new resource
types, their capabilities, requirements, relationships and interfaces. Alike AADM
DSL, RM DSL borrows concepts from TOSCA for the speci cation of resource
types, their relationships, associated policies and other aspects. Listing 3.3 shows
an example of new resource type, tBenfigurationDemo , a specialization of

a SoftwareComponent The RE declares a new propertgysql-db-pass and
expresses the requiremenreimote-server restricted toVMresources that o er a
Computecapability, being this requirement bound through BrependsOmelation-

ship. Moreover, the RE specialises tireate operation of thé&Standard interface,

by declaring new inputs, namely themote-server and themysql-db-pass , and

by providing an Ansible implementation for this operation. This can be done either
directly writing or reusing an Ansible playbook or by exploiting the Ansible DSL
and associated editor as described in Section 3.2.4.
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optimization ai_training.tensor_flow:
enable_opt_build:  true
enable_autotuning:  true
app_type: ai_training
opt_build:
cpu_type: arm
acc_type: nvidia
autotuning:
tuner:  myscript
input:  "/home/yosu/Projects/Sodalite/Git/ide
dsl/org.sodalite.dsl.examples/optimization_v1/autotunig.at"
app_type-ai_training:
config:
ai_framework: tensorflow
type: translation
distributed_training: true
layers: 6
parameters: 872684236
data:
location:  "/some/data”
basedata: imagenet
size: 67
count: 4389
etl:
prefetch: 100
cache: 100
ai_framework-tensorflow:
version: "2.1"
xla: false

List. 3.2: Optimization model example: Al training based on Tensor ow.

AADM, OM and RM are interlinked. The AADM imports both the OM and the

RM so that application components in an AADM model can refer to optimization
models and can be instantiated as component instances of the types de ned within
RM models. This split of metamodels for the di erent modeling concerns permits
these three roles to focus only on one of those concerns by using a single metamodel.

3.2.4 Ansible Model(AM)

As mentioned in the previous section, the Resource Expert may decide to implement
operations de ned in a Resource Model as Ansible Models that are then translated
into executable Ansible playbooks. The IDE, in fact, implements an Ansible DSL
and o ers to the users suggestion and veri cation facilities that allow them to create
Ansible Models in an easy way.

For each speci ed operation within a Resource model, the user can select the
option to generate the abstract Ansible model and, then, the corresponding Ansible
script for further development. As a result, as shown in Figure 3.1, a folder is created
for each de ned node type, together with a subfolder with the name of each of its
TOSCA interfaces. Finally, for each TOSCA operationaas le, containing the
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sodalite.nodes.ConfigurationDemo:
derived_from: tosca.nodes.SoftwareComponent

properties:
mysql_db_pass:
type: string

description: ~ "MYSQL database password"
required:  true
requirements:
remote_server:
capability: tosca.capabilities.Compute
node: openstack/sodalite.nodes.OpenStack.VM
relationship: tosca.relationships.DependsOn
interfaces:
Standard:
type: tosca.interfaces.node.lifecycle.Standard
operations:
create:
inputs:
remote_server:
type: string
default: get_attribute:
attribute: tosca.nodes.Compute.public_address
entity:  SELF
req_cap:sodalite.nodes.ConfigurationDemo.remote_server
mysql_db_pass:
type: string
default: get_property:
property:  sodalite.nodes.ConfigurationDemo.mysqgl_db_pass

entity:  SELF
ansible_user:
type: string
default: get_attribute:
entity:  SELF

attribute: sodalite.nodes.OpenStack.VM.username
req_cap: tosca.nodes.SoftwareComponent.host
implementation:
primary: "configure_demo.yml"
dependencies: [ "config.json.tmpl” ]

List. 3.3: Example of de nition of a new resource type for Snow

abstract Ansible model is created. After this model is completed, the user can then
generate the correspondingml le, containing the Ansible concrete code.

During the Ansible Model creation task, the user is supported in all steps. For
instance, the IDE suggests the names of the operations to be de ned, based on the RM
de nition and highlights syntax errors. Moreover, it gives to the user the possibility
to use as variables in the Ansible Model the inputs that have been de ned in the
Resource Model (see Figure 3.2).

An interesting feature that enables reuse of preexisting code, is the possibility for
the user to import and use in an Ansible Model the modules available within the
Ansible Galaxy repositoryl. The IDE, in fact, rst, enables the user in browsing
through the Galaxy modules. Then, it provides content assistance for each Ansible
module parameter, emphasizing the required ones. It also informs the user about
inserting values for each parameter by displaying the value type that each parameter

4https://galaxy.ansible.com/
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Fig. 3.1: Ansible Model folder structure.

Fig. 3.2: Ansible Model editing support.

expects and presenting the acceptable values and the o cial description that helps
the user understand its purpose. Moreover, the Ansible editor's content assistance
0 ers suggestions foistandalone rolesavailable on Ansible Galaxy anénsible
rolesincluded in Ansible collections.

The validation mechanisms are a signi cant addition to the Ansible editor because
they allow the end-user to identify mistakes in the Ansible model directly and avoid
the repetitive execution of the Ansible script before xing all the de ned errors.

3.2.5 Monitoring Alerting Rule Model

AOEs can also describe the rules that determine the triggering of alerts when the
monitoring of their deployed applications reveal some anomalous situations. When
the rule condition applies, the associated alert is dispatched by the SODALITE
Monitoring (see section 5.4) and captured Bgfactoring (see section 5.5),

which eventually computes corrective actions on the a ected deployed application.
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group: alert_rules
alert : OutOfDiskSpace
expr: ((((node_filesystem_size_bytes {} * 100) / node_filesystem_size_bytes {}) <
3 25) and on(instance, device, mountpoint) node_filesystem_readonly{}) == 0
for: '2m
labels:
severity: " warning'
annotations:
summary: Dlsk space running low (instance {{ $labels.instance }})
description: " Available disk space is low (< 25% left)\n VALUE = {{ $value \n
s LABELS: {{ $labels }} "

alert:  CoresHighCPU
expr: ((count by (instance) (((1 - rate (node_cpu_seconds_total{mode="idle"}[1m])) >
s 0.75)) / count by (instance) (node_cpu_seconds_total{mode="idle"})) or on()
) vector(0)) > 0.5

for: '5m
labels:
severity:  "warning"
annotations:
summary: ' More than 50% of cores are above 75% load (instance {{ $labels.instance
)
description: "' Percentage of cores above 75% load is > 50%\n VALUE = {{ $value }}\n

4 LABELS: {{ $labels }} '

alert:  LowReceivedNetworkTraffic

expr: sum by (instance) (increase (node_network_receive_bytes_total{}[1h])) <

3 30000000

for: '5m

labels:
severity: " warning'

annotations:
summary: ' Low incoming network traffic (instance {{ $labels.instance }}) !
description: "' Received network traffic in the last hour is < 30MB\n VALUE = {{
® $value J\n LABELS: {{ $labels }} '

List. 3.4: Example of de nition of new monitoring alerting rules

Listing 3.4 shows examples of alerting rules for Snow UC. These alerting rules
are based on Prometheus Pronflanguage. Each alerting rule model consists

of one or more rules, organised in groups. Each rule consists of an expression,
formalized in PromQL, which describes the condition, expressed as a boolean-
evaluated expression, that has to be held during a given time duration (expressed in
thefor attribute) to trigger the alert. The expression consists of a combination of
monitoring metrics, processed by functions, aggregation functions and lters. The
severity label attribute speci es the severity associated with the triggered alert,

and it is interpreted by the endpoint that captures it, that isRéfactoring

5https://prometheus.io/docs/prometheus/latest/querying/basics/
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3.2.6 The IDE

SODALITE DSLs modeling is supported by the SODALITE IBEvhich is based

on Eclips€. The IDE o ers textual and graphical editors for creating AADM models,
and textual editors for OM and RM and Ansible models. The DSL grammars, parsers,
serializers and textual editors have been developed by using XTene graphical
viewers and editors, and the form-based property views have been implemented by
using Siriu®. The synchronicity between textual and graphical editors has been set
up by using the XText-Sirius Integrati®f Textual editors for AADM, OM, RMs and
Ansible models are intended for skilled modelers who require fast and high modeling
productivity. These editors provide context-aware intelligent content-assistance to
guide modelers through the syntax and content of the SODALITE DSLs, suggesting
possible elements to be inserted into the model at the point of typing (see section
3.4). A graphical editor (see Figure 3.3) and its accompanying form-based editors
for AADM are also available, and support similar intelligent content-assistance.
They are intended for modelers who prefer the visual modeling based on a canvas
where to drag and drop entities selected from a palette, but also for textual modelers
that appreciate a visual representation of the AADM model. They are synchronized
with the textual editor so that changes in the textual model are immediately re ected
(upon saving) inthe graphical and the form-based property views, and vice versa. The
AADM visual representation resembles the one adopted in TOSCA documentation
(which is not a standardized one).

The IDE only requires from AOEs and RMs the provision of mandatory in-
formation they own about their application topology and/or required infrastructure
resources, and relies on tieowledge Base (KB)to complete the model either at
the design or deployment time. The IDE also exploits the reasoning engine to assist
modelers during the authoring of AADM or RM models, by suggesting them suit-
able choices to ful | certain model entities, including the overriding of properties
inherited from super types, the resolution of mandatory requirements, the proper
selection of component types, etc (see section 3.4). AADM and RM models are
stored into the SODALITE KB to be reused and shared with other modelers.

The IDE textual editors conduct syntactic validation (i.e. to ensure DSL compli-
ance) during the modeling phase. Semantic validation is conducted by the reasoning
engine and by the optimization sub-system. All detected errors and warnings, as well
as possible xes, are presented to the user in the IDE and associated to the a ected
component.

Besides supporting DSL modeling, the IDE o ers an user interface for most of
the SODALITE user-driven processes, namely:

6https://github.com/SODALITE-EU/ide
7https://www.eclipse.org
8http://lwww.eclipse.org/Xtext/
9https://www.eclipse.org/sirius/
10nttps://github.com/altran-mde/xtext-sirius-integration
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Fig. 3.3: Excerpt of Snow AADM graphical view

Fig. 3.4: IDE KB View

31
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Fig. 3.5: Deployment Wizard

Fig. 3.6: Deployment Governance View

Model Management in KBAADMs and RMs can be saved (wizard assisted) into
a remote shareablknowledge Basefor further reuse by other users. In case of
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AADMS, versioning is available to distinguish between di erent versions of the
same application deployment. Moreover, the IDE o erB. Browser Viewto
browse all those available models in therowledge Basefor which the user has

read permissions. Selected models can be retrieved into the user's local Eclipse
workspace for further edition, or deleted (if user's has write permissions) when
not needed (see Figure 3.4).

AADM DeploymentAoEs can select AADMs in the IDroject explorer

view for deployment. A popup wizard guides the user through the deployment
process, requesting the AADM inputs, as well asdttehestrator  con guration

(see section 5.2), such as the number of workers for parallel deployment (see
Figure 3.5). Optionally, AoEs can request the wizard to complete the AADM by
resolving unful lled component requirements, leveraging imowledge Base
inference capabilitiesGomplete AADMheck box in wizard). The deployment
process continues in the IDE background notifying the user about its status.
Deployment GovernancedoEs can browse all their owned deployments in
the IDE deployment governance view (see Figure 3.6), which shows them
grouped by application (i.e. blueprintin tbechestrator  terminology). Details

of each deployment are shown, including external links to associated monitoring
dashboards, which are accessible in Web browsers. Failed deployments can be
resumed for initial state or from the rst failing node. Selected deployment and
empty blueprints can be removed when unneeded.

Image buildinglmages for VM creation, required by applications to be deployed,
can be created by thmage builder and registered into thenage registry

from the IDE by providing a image le descriptor (see section 3.5).

Resource discoveryarget infrastructure resources can be automatically discov-
ered and their associated RMs created byRtsform Discovery Service

(see 2.2.1) and stored into tK@mowledge Base This process can be triggered
from the IDE for selected infrastructure types.

3.3 Knowledge Representation and Ontologies

Semantic Web technologies, and particularly, ontologies represent the domain knowl-
edge in a formal and abstracted manner that fosters advanced reasoning. Therefore,
in SODALITE, ontologies were adopted for capturing the TOSCA meta-model that
contain complex semantics such as subsumption hierarchies and multi-role concepts.
Through the use of ontologies, SODALITE mainly aims to (i) follow a common,
extensible, and formal standardised model in order to describe cloud-related con-
cepts (ii) capture both the structural and semantic relationships in an unambiguous
manner by managing the information in the form of Knowledge Graphs (iii) create
an interpretation and validation layer, for example, for inferring validation errors and
smells[2] by following the semantics of TOSCA [3], and by reusing existing rule
languages and logic-based frameworks.
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3.3.1 Background in Ontologies

An ontology is a formal, explicit speci cation of a shared conceptualisation [10].
The world "ontology" is used with di erent meanings in di erent communities [14].
Namely, both the philosophy and computational eld share in common the attempt
to represent the knowledge formally as a set of concepts along with the relations
among them. They have become such popular mainly due to the promise of the
semantic interoperability and common understanding among di erent parties [5].
Their expressivity and level of formalisation depend on the knowledge representation
language used. The Semantic Web is an extension of the current Web by annotating
the resources with meta-information for establishing a common representation across
heterogeneous sources. Ontologies play a key role within the Semantic Web by
enabling the weaved knowledge to be interpreted into a machine-understandable
format. In pursuit of that objective, the Web Ontology Language (OWL) is a key
Semantic Web Ontology Language that is part of the W3C standard and was designed
to represent complex knowledge.

The OWL language has been heavily in uenced by the Description Logics. De-
scription Logics (DLs) is a popular knowledge representation formalism. A DL
knowledge base consists of two di erent types of statements, an ABox (assertional
knowledge) and a TBox (terminological knowledge) [4]. The TBox describes the
structure of the data stating general properties of concepts and roles, in other words
the ground truth, while the ABox contains the instances of the concepts de ned in
the TBox. For instance, the TBox axiom ComputRoot asserts that all objects that
belong to the concept Compute, are members of the concept Root too. The Abox are
the real world entities, the instances of the TBox classes. For example, Compute(vm)
and hasProperty(vm,name) express that vm has a property, which is described by the
name instance. For representing the data of the Semantic Web, a set of web-based
knowledge representation languages has been developed. Some of those languages
are: RDF (Resource Description Format), RDF(S) (RDF Schema), and OWL [1].

RDF: The RDF is a language for describing resources on the Web, was originally
released as a W3C recommendation in 1999, and updated in 2004 and in 2014. The
RDF data model is based on graphs, as opposed to tuples that underlie relational
data models. In RDF, a data graph is constructed by the union of a number of
three part assertions, called triples. A triple is composed of three patibject
apredicate and arobject

" RDF(S): RDF provides the basis for the Semantic Web, but it is limited in
expressing the de nition of the resources and their relations. RDF(S) is a standard
that released along with the second generation of RDF in 2004 (and updated in
2014) and based on RDF. It de nes classes and properties extending the base
RDF vocabulary and provides support for more expressive knowledge modelling
semantics. Using the RDF(S) vocabulary, it is possible to model lightweight
ontologies, consisting of concepts, relations and their hierarchies.

OWL: The OWL was developed simultaneously with RDFS to provide more
high-level expressiveness. It is a knowledge representation language widely used
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within the Semantic Web community for creating ontologies. OWL has three
expressive sub-languages: OWL Lite, OWL DL, and OWL Full. OWL Full is the
most expressive , but due to the high degree of expressiveness, it is undecidable.
As a result, OWL DL is primarily used as a more expressive dialect. However,
due to the tree model property [16], OWL can model only domains where objects
are connected in a tree-like manner. This constraint is quite restrictive for many
real-world application, therefore, the W3C working group produced the OWL2
[9]. OWL2 is arevised extension of OWL, commonly referred as OWL1. Some of
the most prominent extensions are constructs for specifying cardinality, and value
restrictions, and complex property inclusion axioms (property chains). OWL2 is
divided into three di erent pro les, OWL2 EL, OWL2 QL, and OWL2 RL.

The SODALITE capitalizes on the most expressive features of OWL2:

Meta-modeling: It is the practice of treating individuals as classes. One feature
of meta-modeling is that it must be possible to assign properties to classes in the
model. This way it is possible to assert the membership of classes in meta-classes
and interconnect them via meta-roles [8]. The direct semantics of OWL2 do not
allow for meta-modeling, but OWL2-DL supports it by the use of punning [11].
Punning allows for using the same identi er e.g. for an individual and a class. The
main motivations for meta-modelling are that a model often needs to play more
than one role in an application, reusability is promoted, and complex situations
can be modeled more e ortlessly.

Ontology Design Patterns:An Ontology Design Pattern (ODP) models a re-
current ontology design problem. ODPs can be viewed as small, modular and
reusable, and templates based on these patterns or other regularities in the on-
tology [15]. They can be also viewed as as a way of bottom-up pattern nding
that is then reused across the ontology and o erred a a 'best practices' design
solution. For achieving better degree of knowledge sharing, reuse and interoper-
ability, SODALITE's conceptual model reuses the DnS ontology [6] pattern of
DOLCE+DnS Ultralite (DUL) ontology [7].

3.3.2 SODALITE Conceptual Model

In SODALITE we propose an ontology-based framework [13] for capturing and
interlinking TOSCA-based descriptions of cloud applications and resources. In this
section, it will be described the conceptual model and the modeling decisions for
implementing the ontology-based semantic abstraction layer of SODALITE.

The SODALITE semantic models include the SODALITE meta-model and the
domain ontology: (i) The SODALITE meta-model is the formal ontology pattern
that is used in all the di erent levels of abstraction (i) The domain ontology, which
is Tier 0, contains the TOSCA normative types and provides the vocabulary that will
be used in the other two modelling layers (tiers), namely Tier 1 (resources) and Tier
2 (pattern instantiations).
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3.3.2.1 Tiers

SODALITE follows a modular, 3-tier approach to capture the knowledge. In all
the tiers, the SODALITE ODP is used in order to foster a uni ed representation
paradigm for enabling a uni ed and complete model that promotes interoperability,
extensibility and smooth knowledge management. The tiers are described in detail
as follows:

Tier O: This is the static tier of the model. It contains the TOSCA vocabulary,
namely the TOSCA meta-model in the conceptual SODALITE ODP. For example,
all the TOSCA built-in types are modelled in this tier with all their relationships
and associations.

Tier 1: This tier involves all the custom resource types created by Resource
Experts. Those custom types extend the TOSCA built-in types.

Tier 2: These are the instances composing the Abstract Application Deployment
Model (AADM), named also as "templates", and are reusable combinations of
Tier 0 and Tier 1 types. Application Ops Experts create the AADM using the
DSL in the SODALITE IDE (see section 3.2).

3.3.3 Descriptions and Situations Pattern (DnS)

For better degree of knowledge sharing and reuse, the SODALITE ODP is a spe-
cialised instantiation of the Descriptions and Situations (DnS) ontology pattern that
is part of DOLCE+DnS Ultralite (DUL). The Descriptive Ontology for Linguis-
tic and Cognitive Engineering (DOLCE) focuses on cognitive issues and aims at
capturing ontological categories underlying natural language and human common
sense. The DOLCE + DnS Ultralite is a light version which has been simpli ed and
improved. In SODALITE, we adopted the DnS design pattern which is part of the
aforementioned light version of DOLCE ontology. The purpose of DOLCE + DnS
Ultralite ontology is to provide the basis for easier interoperability among middle
and lower level ontologies.

The DnS pattern is presented in Figure 3.8. This pattern captures the notion of
"Situation" out of the state of a airs, with their interpretation being provided by a
"Description".

Situation: a set of domain entities that are involved in a speci c pattern instanti-
ation

Description: represents the descriptive context of a situation that de nes the
concepts that classify the domain entities of a speci ¢ pattern instantiation. In
such a way, views are created on the situtations.

Concepts and parameters:Classify domain entities describing how they are
interpreted in a particular situation. Each concept might have one or more param-
eters for describing additional descriptive context.
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Fig. 3.7: Overview of the SODALITE modelling layer

3.3.4 SODALITE Meta-Model

The SODALITE meta-model, which is depicted in Figure 3.9, extends the core DnS
pattern by specializing the core DUL concepts in order to model TOSCA de nitions.

SodaliteSituation: It represents a situation such as a node template or type
(SodaliteSituatiov dul:Situation).

SodaliteDescription: Each situation is related with (soda:hasContext) a descrip-
tion (SodaliteDescriptior dul:Description) that contains the attributes proper-
ties, interfaces, requirements e.t.c.

SodaliteConcept and SodaliteParameterd€=ach description has a speci cation
(soda:speci catiorv dul:de nes) that involves one or more zero concepts such

as attributes, properties, requirements e.t.c ) and each Concept has one or more
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Fig. 3.8: Core DnS pattern in DuL

parameters (soda:hasParametetul:hasParameter) for describing more nested
content. Each SodaliteConcept classi es one SodaliteEntity (soda:SodaliteEntity
v the dul:Entity).

Fig. 3.9: SODALITE meta-model (extension of DUL)
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3.3.5 Example: Tier 1, Tier 2

In Tier 1, it is noteworthy the OWL2 meta-modelling capabilities of the resources,
as they are both classes and instances. For example, in Figure 3.11, it is presented
that thesodalite.nodes.DockerizedComponent is a classidfs:subClassOf
tosca.nodes.SoftwareComponent ), and also an instance, as it participates in a
property assertiosoda:hasContext . By using the meta-modelling (punning), we
promote reuse as we can have subsumption hierarchies since the node types can
be classes, and also have descriptive context (e.g. properties, capabilities) by the
role of instance. Henceforth, the templates, which are instances of the types, inherit
this descriptive knowledge of the types leading to more comprehensive and reusable
knowledge components. Especially, in this domain where the knowledge is captured
in di erent levels, namely normative types, resources and applications, the adoption
of the meta-modelling enables this knowledge representation. Some examples of the
Tier 1 and Tier 2 follow:

Tier 1: InFigure 3.10, the SODALITE ODP capabilities are demonstrated through

an instantiation of a pattern that captures the de nition of a node type. The

depicted node type is custom and inherits a normative TOSCA node type, the
tosca.nodes.SoftwareComponent .

Fig. 3.10: Example TOSCA custom node type and high-level assignment of SO-
DALITE ODP concepts

Since the purpose is to show the SODALITE ODP, only an excerpt of the node
type is depicted. Itis presented the correspondence between the TOSCA elements
and the ODP concepts. Namely, each node type is a Situation, that contains a
Description containing various concepts. The same rationale is followed in the
static layer, Tier O.

Figure 3.11 depicts an excerpt from the Knowledge Graph of the aforementioned
node type. More speci cally, the requirement and the attribute are captured as
instances of the tosca:Requirement and tosca:Attribute correspondingly. Each
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concept classi es the property that is modelled, for exanipéea:host . Any
other nested information is captured through the de nitions of the SodalitePa-
rameters. Each concept, sucteasSodaliteParameter_2 in our example, can
have a description by using teterms:description  property of Dublin Core

11

Fig. 3.11: Example node type

Tier 2: In Figure 3.12, an excerpt of tt@ow-weather-condition-filter
node template's knowledge graph is depicted, and its full version is shown in
Listing 3.1.

snow-weather-condition-filter:
type: docker/sodalite.nodes.DockerizedComponent
properties:
image_name: "snow-weather-condition-filter:latest"
alias:  "snow-weather-condition-filter"

List. 3.5: Example node template

The ODP is used similarly with the Tier 1. Precisely, each template is cap-

tured as a situation that has a description. Each description contains con-
cepts such as properties, attributes, requirements etc. Each concept classi es
a property and represents the nested knowledge as parameters. Listing 3.5 de-

11https://www.dublincore.org/speci cations/dublin-core/dcmi-terms/
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picts the de nition of the snow-weather-condition- lter as an instance of the
sodalite.nodes.DockerizedComponent  resource.

Fig. 3.12: Example node template ontology

3.4 A smart environment for developing laC

The smartness in the SODALITE Modelling layer primarily arises from the semantic
inference capabilities of the KB. This task is performed by the Semantic Reasoner.
In this section we focus on the main features it o ers.

3.4.1 Context-aware content assistance

Smart context-aware content assistance is o ered to the user by means of suggestions
during the authoring of the models. This modelling assistance is mostly based on
the inference and reasoning capabilities of the KB. Since the models are saved as
interconnected RDF knowledge graphs, the information is represented as a network
of relationships that capture both the structural and semantic relationships in an
de nite manner. Thereby, the KB can be easily reasoned for supporting discovery,
reuse, and validation. In respect of the validation of the models, in the section 4.2,
we describe the intelligent services checking the validity of the AADM during the
design phase. Regarding the discovery and reuse, some of the cases that the KB
suggests to the modelers are:
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Available infrastructure resources that satisfy the requirements of the application
componentsThus, the requirements of an application component can be com-
pleted more easily, as the KB can suggest suitable resources that can serve as a
host, dependency, network and other requirements. An example SPARQL query,
that is used for discovering the aforementioned resources, is depicted in Listing
3.6, which retrieves the typerdlue ) that is de ned in a speci c requirement
(requirementName) of a resource de nition. Then templates of this specic

type are discovered in order to satisfy requirements of an application component.

select ?r ?value
where {

?node sodahasContext ?ctx .

?node rdfs :subClassOf tosca :tosca.entity.Root.

?ctx tosca :requirements  ?r .

?r DULclassifies ?p.

?r DULhasParameter [ DULclassifies tosca :node; DULhasRegion ?value] .
FILTER (STRENDSstr (?p), ?requirementName)) .

List. 3.6: SPARQL Query returning the value of a speci ¢ requirement of a type
de nition

ConceptsConcepts such as the interfaces, properties, and capabilities. They can
be assigned to the infrastructure and application components depending from
which type they are derived or instantiated. In Listing 3.7, a SPARQL query that
discovers properties for an application component is depicted.

select distinct ?concept ?property ?value
where {

?resource soda:hasContext ?context .
?context tosca :properties  ?concept .
?concept DULclassifies ?property .
OPTIONAL qconcept tosca :hasValue ?value .}

List. 3.7: SPARQL Query returning the properties of a resource type

Infrastructure and application components that belong to a speci ¢ gréap.
example dockerized application components, or components of a speci ¢ use
case e.g. snow. In Listing 3.8, a SPARQL query returning all the templates that
are saved in the workspace of the snow use case. By leveraging how the data set
is split in a Knowledge Base, the models can be grouped in graphs enabling the
reusability as the users can discover models and resources among them.
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select distinct ?template {
?template a soda:SodaliteSituation .

GRAPH {
?template rdf :type “?type .
}

List. 3.8: SPARQL Query returning the templates in the snow workspace

Fig. 3.13: Content assistance for properties

Fig. 3.14: Content assistance for requirements

The IDE relies on th&B Reasoneto assist DSL modelers with context speci ¢
suggestions at the point of edition. Upon request, the IDE displays a drop-down list
of suggestions obtained from tid8 Reasonerafter sending a query that include
the edition context. The user can browse the list, select one option, which will be
inserted at the cursor point. In Figure 3.13 IDE o ers the properties de ned in
the hierarchy of typesodalite.nodes.DockerizedComponent , whose defaults
can be overridden for the instanseow-weather-condition-filter . In Figure
3.14 IDE o ers available infrastructure resource instances (de ned locally within
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the AADM or available in the KB) that can ful Il thenost requirement of the
snow-weather-condition-filter component.

3.4.2 Abstraction

Since the creation of the deployment model requires the acquaintance with various
laC languages, their execution mechanisms, and with di erent heterogeneous in-
frastructures, the abstraction of the SODALITE DSL is uppermost for lessening the
modeller's e ort. In pursuit of making the DSL as abstract as possible, we apply
deep inference reasoning on the interlinked knowledge that is saved in KB so as to
concretize the AADM. Precisely, with the abstracted DSL, some information in the
deployment model can be omitted by the modeller.

Fig. 3.15: Abstraction DSL example

The abstraction primarily focuses on the requirements of an application compo-
nent. The user can totally omit the requirements where, for instance, it is de ned
where an application can be hosted, which network is needed, which resources
are dependencies such as database.In Figure 3.15, an excerpt of the snow-weather-
condition- Iter is depicted, where it is shown that all the requirements can be totally
omitted by the modeller, and the KB can auto Il the model.

3.5 Preparation of Container Images

Unlike the usage of Hypervisors for provisioning and virtualizing underlying hard-
ware through virtual machines, container engines virtualize the operating system
(such as Linux or Windows) having each container holding only the application and
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{
"source_type™:  "git" ,
"source_repo": {
"url";  "https://gitlab.com/wds-co/SnowWatch-SODALITE.git"
""" repo_username",
repo_password" ,
"dockerfile": "WebCamCrawler/Dockerfile" ,
"workdir":

}

arget_image_name": "snow-webcam-crawler" ,
"target_image_tag": "latest"

}

List. 3.9: Example of de nition of an application image build type for Snow

its libraries and the needed dependencies. Containers can leverage the features and
resources of the host OS making them small, fast, and portable. Being lightweight
containers improve CPU and memory utilization of physical machines. Containers
also facilitate building of granular applications making them an ideal choice for
service oriented architecture approach such as microservices architectures, making
components independently deployable. At the same time containers provide the De-
vOps teams the level of exibility and portability making them a great choice for
running applications on heterogeneous environments such as multi-cloud, HPC or
Edge.

Having the possibility to create deployable images and the tools for build-
ing these application images within SODALITE, a user can leverage transporta-
bility of application deployments between di erent systems and architectures.
SODALITE uses thémage Builder component to pre-build application images
for targeting an OS virtualizer such as Dock2The Image Builder component
itself is a dockerized REST API encapsulation of the xOpera lightweight orches-
trator and a TOSCA/Ansible blueprint that is executed by the orchestrator. It can
be con gured to run di erent image building work ows enabling the user to build
the application from source or tar images and push the created image to a Docker
registry. Figure 3.16 shows the architecture oflthage Builder component. The
image building work ows for building runtime images are running prior to deploy-
ment of the TOSCA blueprint, before the orchestrator starts with the execution of
the blueprint deployment e.g., provisioning the infrastructure and deployment of the
application. The building process can be automated through REST API calls or run
manually from SODALITE Smart IDE (Section 3.2). In this case the user is able
to check periodically for the status of the image building process. Since the image
building process can take some time the REST API provides an asynchronous im-
plementation of the image building. Listing 3.9 shows an example of a JSON build
parameters for thBnow WebCamCrawleomponent.

The encapsulation of the xOpera lightweight orchestrator and TOSCA blueprints
into the REST API enables the image building functionality to be accessible from

12https://www.docker.com/
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Fig. 3.16: Image Builder Architecture

any component in SODALITE framework or be just reused as a separate blueprint
if needed. The extendable nature of these TOSCA blueprints provides a high level
of reusability of the code for supporting the image building process. Image Builder

implements the process of building the images through TOSCA v1.3 blueprint.

Image builder also supports session handling and authentication/authorization by
JWT tokens making it easy to integrate with ldentity and Access Management

providers.

An important innovative feature has been implemented giving the user the pos-
sibility to create multiple image variants in a single image building work ow run.
Image builder exposes its functionalities through both multifunctional CLIand REST
API, and can be also used in a CI/CD scenario. The image is regularly pushed to
the public DockerHub registry undsodaliten2020/image-builder-al The source
code and extensive information on how to build, use and depldyrthge builder
is provided in the Image Builder GitHub repositddy

13nttps://hub.docker.com/r/sodaliteh2020/image-builder-api
l4https://github.com/SODALITE-EU/image-builder
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3.6 Infrastructure as Code preparation

The SODALITE runtime layer relies on the declarative OASIS TOSCA standard
v1.3 15to receive the de nition of infrastructural resources needed for a certain
application, their relationships, and the mapping of application components onto
these infrastructural elements. TOSCA is implementation agnostic, meaning that it
does not suggest a recipe for the implementation of the node operation lifecycle, but,
instead, speci es the interfaces associated to these lifecycle operations and can rely
for their implementation on practically any high or low level language. SODALITE
has chosen Ansible as a high level con guration management declarative language for
the implementation of lifecycle operations for having maximum impact on DevOps
teams that already use con guration management tools.

The goal of 1aC preparation is the one of generating correct TOSCA code from
AADMSs written in the SODALITE DSL.

All SODALITE models, including abstract application deployment models
(AADMSs) and resource models (RMs), are stored in the semantic Knowledge Base
(KB), as explained in Section 3.3. All the interactions to the KB are implemented
through the Semantic Reasoner API, which handles the export of the models into a
JSON model de nition (AADM JSON). The AADM JSON model de nition is self-
su cient and provides all the node de nitions, optimization models (Section 3.2.2),
application deployment topology de nitions, as well as references to Ansible play-
books needed for the con guration of the application deployment and the creation of
a valid self-contained TOSCA v1.3 blueprint in the Cloud Service Archive (CSAR)
format, de ned in the OASIS TOSCA standard. A CSAR contains de nitions of
all TOSCA node, relationship, artifacts types and templates, needed to deploy an
application.

laC Blueprint Builder s the component that takes the AADM JSON model
de nition and creates a valid CSAR, deployable through the SODALITE Orchestrator
(xOpera) via its REST API endpoint. The laC Blueprint Builder is implemented in
Python and encapsulates three distinct subcomponents:

Swagger REST ARdxposes and implements a REST API that forwards the calls
for parsing of AADM JSON and creation of the TOSCA CSAR;

" Abstract Model Parseinternally parses an AADM JSON and builds a TOSCA
blueprint representation as a tree data structure,

laC Blueprint Buildercreates a TOSCA blueprint based on the internal tree
representation, packs the blueprint in a CSAR and registers the CSAR with the
Orchestrator via xOpera REST API endpoint.

Additional actions are performed by theC Blueprint Builder ,in cases an
AADM JSON contains a reference to an Optimization Model (OM). Abstract
Model Parser extracts the node template, which has an optimization model asso-
ciated to it, and creates an request to MODAK (Section 4.4) to return the reference

15 https://docs.oasis-open.org/tosca/TOSCA-Simple-Pro le-YAML/v1.3/0s/ TOSCA-Simple-
Pro le-YAML-v1.3-0s.html
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Fig. 3.17: UML sequence diagram showing the laC generation

to the optimized container image and content of the optimized job script. The Parser
then substitutes the returned values with respective properties (container runtime
and job script content) of the node template, allowing the Orchestrator to retrieve
and use the optimized container images and job scripts to deploy an application.
Figure 3.17 presents a complete sequence diagram, where laC generation from an
AADM JSON and internal and external components interactions are outlined.

The laC Blueprint Builder has been integrated into the SODALITE security
pillar to check authentication and authorization of the calling client with the 1AM
Service API (Keycloak). The laC Blueprint Builder is dockerized and its container
image can be found in the public DockerHub undedaliteh2020/iac-blueprint-
builderl6 Additionally, the source code is available in laC Blueprint Builder GitHub
repositoryi 7

3.7 Conclusion and Future Work

In this chapter, we have presented the SODALITE design-time laC modeling frame-
work. It permits SODALITE roles to model di erent facets of the deployment
topology of complex applications across heterogeneous infrastructures. It adopts
a combined meta-modeling (based on DSLs) and semantics (based on ontology
graphs) approach, which leverages the high expressiveness of DSL human-centric
languages and the deep knowledge inference and reasoning capabilities of ontology
graphs. We have introduced the SODALITE DSLs, designed for modeling di erent
aspects of optimized applications and the required infrastructure resources. We have

16nhttps://hub.docker.com/r/sodaliteh2020/iac-blueprint-builder
17https://github.com/SODALITE-EU/iac-blueprint-builder
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also introduced the IDE that o ers textual and graphical editors for creating DSL
model instances and for accessing the main SODALITE processes. The joint collab-
oration of the IDE and the KB helps the modeler with the intricacies of the models,
helped by the context-aware content assist, the semantic validation and the smell
detection. We have also introduced the ontology schema, created for assisting on
the modeling of DSL model instances, split into tiers that accounts for the di erent
facets of the deployment topology, leveraging the Descriptions and Situation Pattern.
And nally, we have introduced the laC framework, which consumes DSL models
to generate the artifacts required for the application deployment by the Orchestrator
of the SODALITE Runtime Layer. As future work, we plan to extend SODALITE
DSLs and the semantic inference to cover the unsupported modeling capabilities of
the TOSCA standard, to extend the content assistance to o er smarter recommenda-
tions and wider semantic validation, as well as the graphical modeling support for
RMs.
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Chapter 4

Quality Assurance and Design-time
Optimization

Indika Kumara, Al o Lazzaro, Nina Mujkanovic, Zoe Vasileiou, and Damian A.
Tamburri

Abstract Heterogeneous applications are getting more and more complex, making
the authoring of their deployment models an error-prone and demanding task. Het-
erogeneous resources also make performance optimization of applications complex.
In this chapter, we will present the quality assurance and application optimization
support of the SODALITE framework, which o ers the capabilities for verifying
deployment models, detecting bugs and smells in them, and optimizing applica-
tion components for speci ¢ hardware resources. This chapter discusses how the
above-mentioned capabilities of the SODALITE framework can be used to develop
optimized, defect-free deployment models.

4.1 Introduction

The SODALITE modeling layer produces the deployment model of an application
in terms of Infrastructure as Code (laC) scripts. IaC simpli es the provision and
con guration of the IT infrastructure at scale. As the size and complexity of laC
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projects increase, it is critical to maintaining the code and design quality of 1aC
Scripts [6, 7]. According to a recent report on Cloud Thr&ahearly 200,000
insecure laC templates were found among laC scripts used by a set of enterprises,
and 65% of cloud incidents are due to miscon gurations. Thus, the detection and
correction of defective and erroneous laC scripts are of paramount importance. To
address this problem, the SODALITE platform o ers a set of tools to detect defects
such as errors and code smells.

In addition to the generation of the IaC scripts, the deployment process can also
create container images for application components. Software application developers
and users are now targeting diverse computing platforms, such as on-premise su-
percomputers and clouds with heterogeneous node architectures. Compute intensive
applications such as Arti cial Intelligence (Al) training that use High-Performance
Computing (HPC) have speci c requirements for specialized execution environ-
ments, including computing accelerators, high speed interconnects, and fast memory
and storage. Even if software-de ned environments provide exibility and porta-
bility, we still need applications to use and benet from these diverse resources
optimally. For example, Al training frameworks require target-speci c libraries and
drivers to be con gured. In the context of HPC infrastructures, with various hard-
ware and software dependencies and libraries, building or selecting an optimized
container for deploying Al-based components is crucial. The same concepts apply to
Message Passing Interface (MPI) applications, where the applications have to e -
ciently use the network to get performance and parallel scalability. To address these
issues, SODALITE o ers an application optimizer called MODAK that maps the
optimal application parameters to the infrastructure target by building or selecting
an optimized container and then encoding optimizations in a job script.

The rest of this chapter is organized as follows. Section 4.2 presents the support
for validating the deployment topology of an application and verifying arbitrary con-
straints on the components and their properties. Section 4.3 discusses the detection
of smells and bugs in laC using rule-based and data-driven approaches. Section 4.4
presents the MODAK tool in detail, and Section 4.5 concludes the chapter.

4.2 Verifying laC

Validation services are provided to the user during the authoring process of the de-
ployment models. Based on the deployment models saved as interconnected Knowl-
edge Graphs, described in Chapter 3, powerful semantic queries can run upon the
Knowledge Base using strong inference for uncovering new information out of ex-
isting relations. Additional to advanced context-aware searching, matchmaking, and
reuse, described in the previous chapter, pre-deployment validation is a crucial com-
ponent that ensures a reliable 1aC deployment model.

1https://www.paloaltonetworks.com/prisma/unit42-cloud-threat-research-1h21
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The validation of the AADM, during the design phase, is aiming at checking the
consistency of the structures. In TOSCA, the type system supports inheritance as
a type can extend another, inheriting all its concepts (e.g. properties, capabilities).
Eachtemplate of the AADM is an instance of a speci c type, namely an infrastructure
resource or software component, and gets validated against this type de nition.

4.2.1 Validation cases

Using custom reasoning logic, semantic validation errors can be inferred with regards
to the TOSCA type de nition. The assigned values to the component templates are
validated against the corresponding type schema.

4.2.1.1 Topology Validation

There are errors in the deployment model that are onerous to be manually detected as
it is needed to manually check all inter-node relationships in a TOSCA application
topology and their interconnection constraints. Based on the validity conditions
of the Sommelier[3], an open-source validator of TOSCA application topologies,
our services are validating the interconnections of the deployment model. All the
TOSCA elements, that are forming a relationship, are checked, namely the source
(Requirements of a node), the relationship itself, and its target (a node or a capability
of a node).

In TOSCA [9], various components, such as an application, a database, are
modeled as templates and are instances of types, such as node types, relationship
types, and capability types. The node types contain the de nitions of the requirements
of a component, the capabilities that are o ered for other components. The capability
types express the capabilities awmdlid_source types (valid names of Node
Types that are supported as valid sources of any relationship). The relationship
types denote the explicit relationships between the nodes, or alternatively implicit
relationships are declared through requirements.

4.2.1.2 Required Properties

In the type schema, it is optionally to be de ned if a property is required to be
assigned to a template by tmequired key. Therefore, if there exists a property

de nition in a type andrequired equals true, and there is mefault value, then

such a property should be assigned to the templates being instances of this type.
In Listing 4.1, a TOSCA node type de nition is depicted with thememandatory
property. In Listing 4.2, a SPARQL query detecting the required properties is shown.
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node_types:
sodalite.nodes.DockerNetwork:
derived_from: tosca.nodes.SoftwareComponent
properties:
name:
description:  "The name of the network"
type: string
required:  true

List. 4.1: Excerpt of a TOSCA node type de nition with a required property

select distinct ?property

where {
?resource soda :hasinferredContext  ?context
?context tosca :properties  ?concept .
?concept DULclassifies ?property

{
?concept DULhasParameter [ DULclassifies tosca :required;  tosca:hasDataValue
S true).
} UNION {
FILTER NOT EXIST$?concept DULhasParameter
[ DULclassifies tosca :required;  tosca:hasDataValue []]}.
}

List. 4.2: SPARQL Query detecting required properties

4.2.1.3 Property Values

Each property de nition of the node type includes a type of the assigned property
value. There are various property types sucktdag , integer , list , andmap

A node type that has two properties with the type string and integer de ned is shown
in Listing 4.3. Rule-based reasoning infers if the assigned template property values
are valid according to the type, using SPARQL queries upon the Knowledge Graphs.

sodalite.nodes.DockerizedComponent:
derived_from: tosca.nodes.SoftwareComponent
properties:
client_key:
description: ~ "Path tot he client ‘s TLS key file."
type: string
required: false
default:
sleep:
description: "Sleep after image is deployed"
type: integer
required: false
default: 0

List. 4.3: Part of a TOSCA node type with properties of di erent types
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4.2.1.4 Constraints

A constraint clause might be optionally present in the property de nition of the
type de ning the allowed values that can be assigned in the corresponding template
property. The constraints can be as simple as a list with valid values, shown in Listing
4.4 or a given range (e.g. greater than, less than), or as complex as an object of a
custom type. In Listing 4.5, a SPARQL query is shown that retrieves the properties
of a type that have constraints with a list.

sodalite.datatypes.modak.optimisation.opt_build:
derived_from: tosca.datatypes.Root
properties:
cpu_type:
type: string
constraints:
- valid_values: [ "x86", “"arm", "amd", "power" ]
acc_type:
type: string
constraints:
- valid_values: [ "nvidia" , "amd", "fpga" ]

List. 4.4: Part of a TOSCA data type with property value constraints

select distinct ?constraint ?constr_type ?value ?listvalue
where
{

?var soda:hasinferredContext ~ ?context .

?context tosca :properties  ?concept .

?concept DULclassifies ?property

?concept DULhasParameter [ DULclassifies tosca :CONSTRAINTSPULhasParameter

[ DULclassifies ?constraint ; tosca:hasValue <?listvalue 1]].
?listvalue rdf :type tosca:List .
?concept DULhasParameter [ DULclassifies tosca :type; tosca:hasValue ?constr_type ].

List. 4.5: SPARQL Query returning only the constraints of a type including a list

4.3 Detecting Smells and Linguistic Anti-patterns in laC

SODALITE developed the tools that can detect such smells and linguistic anti-
patterns in laC. A software smell is any characteristic in the artifacts of the software
that possibly indicates a deeper problem or quality issue [11]. Linguistic anti-patterns
are recurring poor practices concerning inconsistencies among the naming, docu-
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mentation, and implementation of an entity, which have shown to be a good proxy
for defect prediction [1].

4.3.1 Semantic Approach to Detecting Smells

SODALITE proposes a semantic rule-based approach to detect the smells and an-
tipatterns in laC, for example, smells in TOSCA blueprints [8]. Our framework
facilitates the generation of knowledge graphs to capture TOSCA-based deployment
models. The aim is to map laC code constructs to self-contained, independent, and
reusable knowledge components, amenable to analysis and validation using Seman-
tic Web standards, such as SPARQL. A semantic approach helps us to deal with
structure and semantic relations over various types of resources, their relationships,
and properties. The semantic reasoning process is able to draw new and hidden
knowledge from the existing information.

Fig. 4.1: An Overview of our Approach to TOSCA Smell Detection

Figure 4.1 shows the high-level architecture and work ow of our approach to de-
tect the occurrences of smells in deployment model descriptions. More speci cally:

Population of Knowledgebase Resource Experts populate the knowledgebase
by creating resource models (ontology instances representing resources/nodes
in the infrastructure) using SODALITE IDE. Platform Discovery Service may
(semi-)automatically update the knowledge base by creating resources models.
De nition of Smells Detection Rules.We use the semantic rules in SPARQL

to detect di erent smells in deployment models. SODALITE developed rules to
detect common security and implementation smells. New, additional rules can be
de ned to detect new types of smells.
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Detection of Smells.Application Ops Experts create the AADM instances for
representing the deployment models of the applications. The AADM is automat-
ically translated into the corresponding ontological representation and is saved in
the knowledgebase. The smell detection rules are applied over the ontologies in
the knowledgebase to detect deployment model-level smells. If a smell is detected,
the details of the smell are returned to the Application Ops Experts. The detected
smells are shown in the IDE as warnings. The same ow applies to Resource Ops
Experts, as they also receive warnings for their resource models.

Table 4.1: Smells, their Descriptions, and the Abstract Detection Rules

Smell Smell Description Abstract Detection Rule
Admin by default Default users are administrative users. isUser (x.name) isAdmin (x.name)
Empty password A password as a zero-length string. isPassword(x.namé) (isEmpty(x.value)

_ isEmpty(x.defaultValue))
(isPassword(x.name) isUser (x.name)

_ isSecKey (x.name)) (isEmpty(x.value)
_ isEmpty(x.defaultValue))

Secrets such as usernames and

Hard-coded secret passwords are hardcoded.

A comment includes the information indicati
secrets and buggy implementations, etc.
Using "0.0.0.0" or "::" as binding isIPAddress(x.namé) (isInvalidBind (x.value|
P addresses of servers _ isInvalidBind (x. defaultValue))
(isURL(x.value) isInsecure(x.value))

Suspicious comment ri!%sComment(x’} isSuspicious(x.comment)

Unrestricted IP addre:

Insecure Using insecure communicate protocols, ;
L . X (isURL(x.defaultvalue)
Communication instead of secure their counterparts N
islnsecure(x.defaultvalue))

Use of weak cryptography algorithms hasWeakAlgo(x.value)
Weak Crypto. Algo. such as MD5 and SHAL _ hasWeakAlgo(x.defaultvalue)

The key used by an encryption algorithm  |isCryptoKeySize(x.name)
Insu cient Key Size |is less than the recommended key size, A (haslnsu cientKeySize(x.value)

e.g., 2048 bits for RSA algorithm. _ haslinsu cientKeySize(x.defaultvalue))

. ) . (case=="CamelCase' isCamelCase(x))

Inconsistent The conventions used for naming nodes,

_ (case=='SnakeCase' isSnakeCase(x))
_(case=='DashCase' isDashCase(x))
TCP port values are not within isTCPPort(x)_ (outOfValidRange (x.value)
the range from 0 to 65535. A outOfValidRange (x.defaultvalue))

naming convention |properties, attributes, etc., are inconsistent.

Invalid Port Ranges

Table 4.1 shows the (abstract) rules to detect 10 TOSCA smells. The rules are
implemented as SPARQL queries for specifying detection rules. Listing 4.6 shows
an excerpt from the SPARQL query for detecting Admin by default smell. Line
4 implements the function isUser using a regex matching. Lines 5-9 retrieve the
default value for a property of a node. Line 14 realizes the function isAdmin using
the IN operator. The SPARQL queries for the other smells are available online in the
SODALITE GitHub repository.

4.3.2 A Learning-based Approach for Detecting Linguistic
Anti-patterns

We develop a novel approach to detect linguistic anti-patterns in laC using deep
learning and word embeddings [2]. We focus on hame-body inconsistencies in laC
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select distinct ?property ?propertyDef
where {

?property DUL :classifies ?propertyDef .
FILTER(regex(str (?propertyDef ), “user(.+7?)|(.+?)?user" L)
optional { # node type definitions - tierl

?property DUL:hasParameter ?p .

?p DULclassifies tosca :default .

?p tosca:hasDataValue ?value.

optional { #node template definitions - tier0
?property tosca :hasDataValue ?value.

FILTER (bound( ?value)).
FILTER (str (?value) IN ( "admin", 'root"))

List. 4.6: Part of AdminByDefault SPARQL Query.

code units, for example, tasks in Ansible playbooks or roles. We use the Convolutional
Neural Networks(CNN) [5] as the deep learning algorithm, and Word2Vec [4] as the
word embedding method. CNNs are neural networks that consist of neurons with
learnable weights and biases. Word2vec is a two-layer neural network that processes
text by creating vector representations from words.

Figure 4.2 shows the work ow of our approach:

Corpus Tokenization. Given a corpus of Ansible tasks, this phase generates
token streams for both task names and bodies. To tokenize a task's body while
considering its semantic properties, we build and use its abstract syntax tree.
Data Sets GenerationFinding a su cient number of real buggy task examples
containing inconsistencies is challenging. Therefore, as in [10], we apply simple
code transformations to generate buggy examples from likely correct examples.
We perform such transformations on the tokenized data set and assume that most
corpus tasks do not have inconsistencies.

From Datasets to VectorsWe employ Word2Vec to convert the token sequences
into distributed vector representations (code embeddings). We train a deep learn-
ing model for each Ansible module type as our experiments showed a single
model does not perform well, potentially due to low token granularity. Thus, the
tokenized data set is divided into subsets per module, and the code embeddings
for each subset are separately generated.

Model Training. This phase feeds the code embeddings to a CNN model and
trains the model to distinguish between the tasks having name-body inconsisten-
cies from correct tasks. The trained model is stored in the model repository.
Inconsistency DetectionThe trained models (classi ers) from the model repos-
itory are employed to predict whether the name and body of a previously unseen
Ansible task are consistent or not. Each task is transformed into its corresponding
vector representations, which can be consumed by a classi er.

We evaluated our approach with an Ansible dataset systematically collected from

open source repositories. Table 4.2 presents the inconsistency detection results for
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Fig. 4.2: Linguistic Anti-patterns Detection Pipeline

the top 10 Ansible modules in our data set. Overall, our approach yielded an accuracy
ranging from 0.785 to 0.915, AUC metric from 0.779 to 0.914, and MCC metric
from 0.570 to 0.830. Our approach achieved the highest performance for detecting
inconsistency in the le module, where the accuracy was 0.915, the F1 score for the
inconsistent class was 0.92, and the F1 score for the consistent class was 0.91.

Table 4.2: Classi cation results for the top 10 used Ansible modules

Evaluation Metric/Module | shell|command|set_facttemplate| le |gather_facts copy|serviceidebug| falil
Precisior)0.880 0.790 | 0.770| 0.820 (0.900 0.900 |0.860 0.8700.870(0.82(Q
Inconsistent] Recal|0.810 0.840 | 0.900 | 0.940 [0.940 0.830 [0.810 0.760[0.770]0.690
F1scorg0.843 0.814 | 0.830| 0.876 [0.920 0.864 [0.834 0.811|0.817|0.749
Precision)0.810 0.820 | 0.890 | 0.930 [0.930  0.905 0.82| 0.800 | 0.750(0.760Q
Consistent Recall0.890 0.770 | 0.750 [ 0.800 [0.890 0.770 [0.87( 0.900[0.860[0.87Q
F1score0.848 0.794 | 0.814| 0.860 [0.910 0.870 [0.844 0.847]0.801|0.81]
Accuracy0.8477 0.805 | 0.819 | 0.868 |0.91§ 0.817 |0.838 0.833|0.809|0.785
MCCJ|0.697] 0.610 | 0.649 | 0.744 |0.830 0.685 [0.678 0.669|0.625|0.57Q
AUC|0.848 0.804 | 0.822 | 0.868 |0.914 0.848 [0.838 0.830|0.814|0.779

4.4 Optimizing Containerized Applications

The MODAK (Model Optimized Deployment of Applications in Containers) pack-
age, a software-de ned optimization framework for containerized MPI and Al appli-
cations, is the SODALITE component responsible for enabling the static optimiza-
tion of applications before deployment. Application optimization is enabled using
performance modeling and container technology. Containers provide an optimized
runtime for application deployment based on the target hardware and along with
any software dependencies and libraries. MODAK aims to manage the optimized
application containers for the deployment to infrastructure in a software-de ned way.
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4.4.1 Architecture

Figure 4.3 gives an overview of the MODAK components. MODAK exposes a high-
level application API for the two types of applications supported: Al training and
inference and MPI-parallelized applications. We pass this information to MODAK,
which matches it with the performance model outputs to produce a job script for the
execution submission of the optimized container. MODAK can also auto-tune and
auto-scale applications based on user input. MODAK requires the following inputs:

Job submission options for batch schedulers such as SLURM and TORQUE
Application con guration such as application name, run and build commands
Optimization DSL with the speci cation of the target hardware, software libraries,
and optimizations to encode, as well as inputs for auto-tuning and auto-scaling.
Examples of the DSL are provided in Section 6.4.4.

After providing the inputs, MODAK produces a job script (for batch submission)
and retrieves a pre-built optimized container that can be used for application deploy-
ment. An image registry contains MODAK optimized containers, while performance
models, optimization rules, and constraints are stored and retrieved from the Model
repository. The Singularity container technology was chosen to provide a portable
and reproducible runtime for the application deployment, due to better performance
and native support for HPC resources than other popular container technologies. In
the section 4.4.2 we describe in detail each MODAK component with the related
features.

Fig. 4.3: MODAK Architecture.
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4.4.2 Features

MODAK automates optimization using four main components, as described below:

Mapper The Mapper maps application deployment to an optimized container
based on the user-speci ed input (DSL). While most Al applications are deployed
in containers, this is not the default option for MPI parallel applications. Contain-
ers should provide an optimized runtime for the application deployment. With
diverse hardware and software dependencies and libraries, building or selecting
an optimized container for application deployment is crucial. For example, MPI
libraries on the host machine and in the container should match when deploying
applications on HPC systems in order for the container to use the hardware-
optimized version of MPI available on the host. Al training frameworks require
target-speci c libraries and drivers to be con gured. Even though Docker and
Singularity support labeling containers, they are seldom used when developing
them. To overcome this issue, containers are pre-built for di erent hardware and
MODAK labels them with supported hardware and software information, includ-
ing any optimizations. An application user uses a similar JSON format to query
for an optimized container, and the mapper returns the container type, location,
and le name. The user can pull the container from the hub and execute the ap-
plication with that runtime. Currently, MODAK supports TensorFlow, PyTorch,
MXNet, MPICH, OpenMPI, and MVAPICH2 containers for x86 and NVIDIA
GPUs. This can be further extended to support speci ¢ network interconnects,
and storage lesystems like Lustre.
Enforcer The optimization process depends not only on application and infras-
tructure but also on the con guration and data. MODAK allows users to de ne
optimization rules that are enforced for deployment. The Enforcer component
returns the optimization script to be used based on the rules and user-selected
optimizations in the input DSL. For example, enabling graph compiler-based op-
timizations in an Al framework requires environment settings to be modi ed. For
MPI-based applications, there are many environment settings that change the way
message passing is optimized based on message size and communication pattern.
Data-related optimizations may involve the possibility to automatically copy the
data to fast disks, if available, to improve 1/O bound applications. MODAK can
embed the chosen optimizations in the job script submitted to a batch scheduler.
Autotune Applications and their dependencies have many con gurable param-
eters which can drastically change performance when altered. Tuning all the
parameters is both resource-intensive and time-consuming. Autotuning frame-
works help make automated choices regarding application build and deployment,
the algorithms they use, and the way the application is launched or changes code.
Autoscale Scaling applications to more nodes improves the performance of most
MPI parallel applications. The parallel speedup and scaling e ciency is de ned
as follows

Parallel Speedup )r—Ef (4.2)

parallel
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Sref ) ref

E ciency = (4.2)

=) parallel
where) ref and) paralier cOrrespond to the runtime on a reference number of nodes
=ref (Usually a single node), and the runtimesamodes, respectively. While we aim

to achieve higher speedups as we increase nodes, poor e ciency denotes higher
overheads and higher costs. Applications are usually scaled until the e ciency
drops below a certain percentage. In MODAK, we can predict the e ciency
and speedup of an application emodes based on the performance prediction
model. This allows MODAK to automatically scale applications to a certain
number of nodes based on the model prediction. Using the parallel e ciency
metric speci ed by the user, Autoscale aims to predict the scale at which parallel
e ciency is achieved, and automatically increase the number of nodes of the
deployment.

4.5 Conclusion and Future Work

In this chapter, we have presented the design-time quality assurance and optimiza-
tion support of the SODALITE framework. To enable the deployment of defect-free
laC scripts, we o er the tools to verify 1aC scripts against various constraints, and
defect smells and linguistic anti-patterns in them. We use semantic rule-based tech-
niques and deep learning-based techniques, as appropriate. Moreover, to optimize
Al or MPI workloads with di erent con gurations and data sets for heterogeneous
infrastructure targets, we introduced MODAK, a novel tool that maps optimal ap-
plication parameters to infrastructure using performance modeling and container
technology. MODAK optimized containers were tested on the internal SODALITE
HPC Testbed. The test scenarios were taken from the SODALITE use cases compute-
intensive tasks. We found that the performance boost of using optimized application
containers can reach up to 10x compared wit the unoptimized versions of the appli-
cation.

As future work, we plan to extend our smell and defect detection support to detect
more linguistic inconsistencies and miscon gurations in di erent 1aC languages. We
will also extend MODAK to support machine learning applications for the edge.
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Chapter 5
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Abstract Modern applications need to be dynamically orchestrated on heteroge-
neous infrastructures for reasons such as performance, regulation compliance, or
cost. This chapter presents the SODALITE runtime environment that can deploy,
monitor, and manage applications on heterogeneous infrastructures consisting of
Cloud, HPC, and Edge resources. The SODALITE runtime deploys the applications
in the target infrastructures based on the deployment artifacts generated by the SO-
DALITE model-driven approach presented in Chapter 3. It can also monitor the
deployed applications and their infrastructure resources, generate alerts, and adapt
application deployments.
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Fig. 5.1: The architecture of the SODALITE runtime environment

5.1 Introduction

Modern computing infrastructures consist of heterogeneous, software-de ned, high-
performance computing environments and resources, including Cloud servers, Edge
accelerators, HPC clusters, and Serverless platforms. Advanced applications require
complex and heterogeneous deployments that match their components with the in-
frastructure that o ers the best performance ful lling their requirements. In this
context, SODALITE aims to address this heterogeneity by providing a toolset that
enables developers and infrastructure operators to achieve faster development, de-
ployment, and execution of applications on di erent heterogeneous infrastructures
In particular, the runtime layer of SODALITE is responsible for the orchestration,
monitoring, and adaptation of applications on these infrastructures.

Figure 5.1 shows the high-level architecture of ®@DALITEruntime envi-
ronment, which consists of the compone@ishestrator Monitoring Systemand
Refactoring Syster®rchestratoris responsible for (re)deploying a given application
on the Cloud-Edge-HPC hybrid infrastructures by executing laC scripts as neces-
sary. It receives the initial deployment model (from a developer) or a new alternative
deployment model (frorRefactoringSystem) as a TOSCA model instance. The de-
velopers can use tHeODALITE IDEto create deployment models for applications
and trigger their (re)deploymenitlonitoring Systencollects di erent metrics and
events from both the application and Cloud-Edge-HPC infrastructure. It can also emit
alerts, which are complex events over metrics or simple events. In response to the
events fromMonitoring SystemRefactoringmay decide to modify and recon gure
the current deployment model instance of the application.

In the rest of this chapter, we discuss tBR®DALITEruntime environment in
detail. We rst present the design and capabilities of@rehestrator(Section 5.2),
highlighting its deployment and redeployment operations. Next, we focus on the
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The

Fig. 5.2: Architecture of th©rchestrator

approach to support data management and data transfer between the cloud and
HPC clusters (Section 5.3) and on monitoring applications and infrastructure with
the Monitoring SystengSection 5.4). Finally, our support for the adaptation of the
deployment models (Section 5.5) and managing resources at runtime (Section 5.6)
is discussed.

5.2 Orchestrating Applications

The SODALITE Orchestratois capable of deploying, undeploying, and redeploying
applications over heterogeneous infrastructures. The applications to be deployed
are packaged as CSAR (TOSCA Cloud Service Archive) les. Ouhestrator
namely xOperd, is a meta-orchestrator that coordinates multiple low-level resource
orchestrators. xOpera is compliant with TOSCA YAML v1.3 standard.

5.2.1 Architecture of Orchestrator

Figure 5.2 shows the high-level architecture of fBechestrator which mainly
consists oMeta-OrchestratorlaC-based Orchestration Laydmage RegistryAu-
thentication and Authorization ManageandApplication Data Manager

Meta-Orchestrator coordinates the low-level resource orchestrators of the execu-
tion platforms through the&aC-based Orchestration Layéo deploy and manage
applications. SODALITE runtime currently supports ve key types of execution

1https://github.com/xlab-si/xopera-opera
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platforms: Edge (Kubernetes), private Cloud (OpenStack and Kubernetes), pub-
lic Cloud (AWS), federated Cloud (EGI OpenStack), and HPC (TORQUEand
SLURM).

laC-based Orchestration Layer is responsible for acquiring, allocating, and
con guring resources from the execution platforms, and deploying and con gur-
ing application components using those resources. SODALITE uses Ansible as
the laC tool. Ansible playbooks realize the lifecycle operations for nodes/rela-
tionships in a deployment model in TOSCA.

Image Registrystores container images. It can be a private or public repository,
for example, Docker Hub or Google Container Registry. The private repositories
should provide REST APIs to pull the images through laC.

Authentication and Authorization Manager handles the user and secrets man-
agement across the whole SODALITE stack. It applies role-based access control
and token-based authentication. Each TOSCA blueprint and deployment is asso-
ciated with a project domain with speci c roles, an access type to which requires
a token with specic JWT (JSON Web Token) claims. Each critical orchestra-
tion operation such as deployment, undeployment, deployment updates can only
be performed by providing a valid access token. The implementation uses the
Keycloakidentity and access management solution.

Application Data Manager incorporates various transfer protocols and end-
points to achieve transparent data management across multiple infrastructure
providers. Section 5.3 discusses data management capabilities in detail.

5.2.2 Orchestration APIs

The Orchestratorexposes its capabilities as RESTFul APls.

Blueprint Management. The blueprints (CASR les) can be added, removed,
updated, and queried. The blueprints can also be accessed and managed through
Git user accounts. Blueprint metadata such as id, version, and name can be
obtained.

Deployment Management. The applications can be deployed, and undeployed
based on their blueprints. The deployment status and history can be obtained, and
the failed deployments can be resumed. Application redeployment is requested
by submitting the new version of the application deployment model Oriches-

trator will calculate the di erence between the deployed instance and the new
blueprint and will (un)deploy it. The new blueprint can be another version of the
previously used blueprint or some version of another blueprint.

Blueprint Inspection. Th®rchestratorcan also validate the syntax of TOSCA
blueprints based on the version v1.3 of TOSCA Simple YAML Pro le speci ca-
tion. It also supports calculating the di erences between the current deployment
state and a new blueprint.

2 https://www.keycloak.org/
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5.3 Managing Application Data

The components of heterogeneous applications are deployed across various execu-
tion platforms to utilize the capabilities of the di erent platforms. As such, one
component can use HPC resources for better performance of batch computation,
while another Cloud resources for better scalability and elasticity. Furthermore, this
is also a possibility of processing on Edge devices. Using such a hybrid setup, where
dependent components of the applications are deployed across various platforms,
might require data transfers from one platform into another, and the orchestration sys-
tem must support them. In this section, we explore the possibilities of data transfers
between application components deployed across multiple infrastructure targets.

The current data management services found in scientic communities (e.g.
FTS33 Rucio4, DynaFed, OneDat#) mostly focus on HPC and Cloud storage
platforms and do not cover Edge, IoT and serverless platforms. Inversely, Edge and
serverless platforms (e.g. MQTTApache Kafk& Fledgeé, Apache NiFlOand
StreamSetk) target stream and Cloud storage platforms, but do not target HPC
platforms. Therefore, in order to meet the SODALITE objectives for supporting
heterogeneous infrastructures, data management for mentioned platforms shall be
provided.

The RADON projectl2has developed a set of standard TOSCA libraidés
lifecycle management of data pipelines, which is inline with laC-based orchestra-
tion in SODALITE. The concept of data pipeline allows composition of application
components (e.g. microservices, serverless functions or self-contained components)
as independently deployable and scalable pipeline tasks with the data movement and
possible data transformation between the components [4]. As an underlying technol-
ogy for data pipelines, Apache NiFi service is used. It exposes a REST API for data
ow management between pipeline elements (blocks) and also provides connectors
to various platforms and storage systems, such as S3, GCS, Azure, Apache Kafka,
HDFS, MQTT, HTTP, (S)FTP, etc. This enables fetching data from one storage
provider and pushing data to another provider as a pipeline task. As part of the col-
laboration with RADON project, we studied the feasibility of using data pipelines
as components to unify data management between various heterogeneous platforms.
SODALITE extended RADON's TOSCA and lacC libraries for data pipeline man-

3https://github.com/cern-fts/fts3
4https://github.com/rucio/rucio
5https://lcgdm.web.cern.ch/dynafed-dynamic-federation-project
6 https://github.com/onedata/onedata
7https://mqtt.org/
8https://github.com/apache/kafka
9https://github.com/ edge-iot/ edge
10https://github.com/apache/ni
11https://github.com/streamsets/datacollector
12https://radon-h2020.eu/
13nttps://github.com/radon-h2020/radon-particles
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agement, which currently target multi-cloud storage and serverless platforms, with
GridFTP support a common le transfer protocol used in HPC. This enables
an interoperability between HPC, Cloud storage types and data streams. Extended
TOSCA libraries can be found in the joint RADON-SODALITE organizafién

Figure 5.3 depicts an overview on data pipeline management. The Orchestrator ex-
poses a REST API for deployment of a CSAR, which contains a TOSCA application
topology description along with TOSCA node types, laC and other dependencies.
The application topology must specify pipeline blocks and connections between
them, as well as specify which NiFi instance to use and whether the orchestrator
must create a new instance or use the existing instance of NiFi. On the lower level,
to instantiate a pipeline block, the orchestrator uses NiFi REST API to upload a NiFi
XML template that describes the pipeline block. NiFi then registers the template and
returns the ID of the pipeline, which in turn is used by the Orchestrator to request
NiFi for the pipeline execution. Same happens for every pipeline block in the ap-
plication topology. At this point, the registered pipeline blocks are established and
functional, and the Orchestrator relies on NiFi instances to perform data movements
between the pipeline blocks or move data to a certain storage system as a pipeline
task.

A PipelineBlock [3], depicted in Figure 5.4, is an entity that executes pipeline
tasks, such as data processing, API calls invocation, fetching data from or pushing
data to remote storage systems or stream platforms, etc. The PipelineBlock may
contain input (DatalngestionQueue) and output (DataEmissionQueue) queues for
bu ering input and resultant data. Using these queues, multiple PipelineBlocks can
be connected sequentially, forming a group of PipelineBlocks. Similarly, multiple
groups can also be connected using InputPipes - gateways for receiving input data
from the previous group or external data source, and OutputPipes - for forwarding
resultant data to the next group or external data sink.

The laC data management features are limited to the capabilities and functional-
ities o ered by Apache NiFi. We mainly focus on utilising NiFi for multi-protocol
and multi-platform data movement, abstracted in TOSCA and laC. Current structure
of featured TOSCA node types for data pipeline blocks is presented in Figure 5.5,
and they can be categorised into four classes of pipeline blocks and can be extended:

1. Source pipeline blocks - for consuming data from a data endpoint (e.g. HTTP,
FTP, S3, GCS, Kafka, MQTT, GridFTP).

2. Destination pipeline blocks - for publishing data to a data endpoint (e.g. HTTP,
FTP, S3, GCS, Kafka, MQTT, GridFTP).

3. Midway pipeline blocks - for executing data processing tasks (e.g. local data
processing, encryption, invoke serverless FaaS).

4. Standalone pipeline blocks - for performing independent activities (e.g. copy from
S3to S3).

Listing 5.1 depicts an example of two data pipeline blocks that allow the data
transfer between GridFTP server and an S3 buékadsS3Buckes a data pipeline

14https://github.com/RADON-SODALITE
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Fig. 5.3: laC data pipeline management architecture

block that publishes data to an S3 bucket, whefaassumeGridFtgonsumes data
from a GridFTP server. THeonsumeGridFtpipeline block has eonnectToPipeline
requirement, which points to tHeubsS3Bucketipeline block, therefore connecting
these data pipeline blocks and performing data transfers between GridFTP and S3.



© ® N TR WN P

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

72 Indika Kumara et al.

Fig. 5.4: Architecture of data pipeline block [3]

Fig. 5.5: A hierarchy of featured TOSCA node types

PubsS3Bucket:

type: radon.nodes.datapipeline.destination.PubsS3Bucket

properties:
BucketName: "gridftp-result-bucket”
cred_file_path: "lhome/user/.aws/nifi_credentials"
schedulingStrategy: ~ "EVENT_DRIVEN"
schedulingPeriodCRON: "* * * * * 2"
name: "sendToS3"
Region: "eu-central-1"

requirements:

- host:  NiFi
ConsumeGridFtp:
type: radon.nodes.datapipeline.source.ConsumeGridFtp
properties:
gridftp_port: 2811
intermediate_folder: "/tmp/nifi_gridftp_subscribe/"

schedulingStrategy: ~ "EVENT_DRIVEN"
schedulingPeriodCRON: "+ * * * * 2"
name: "receieveFromGFTP"

gridftp_user: "user"

gridftp_host: "gridftp.server.example.com"

gridftp_cert_path: "/home/user/.globus"

gridftp_directory: "~/target_dir/"
requirements:

- host:  NiFi

- connectToPipeline:
node: PubsS3Bucket
relationship: con_ConnectNifiLocal
capability: ConnectToPipeline

List. 5.1: Snippet of TOSCA node template with S3 publisher and GridFTP consumer

that allow data transfer from GridFTP server to an S3 bucket
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5.4 Monitoring Applications and Infrastructures

The deployed application is continuously monitored, allowing the user to consult the
state of the deployment as well as making the data available to other components
such aDeployment Refactorelhe main requirements the monitoring system must
meet are:

1. Dynamic addition and deletion of monitored components

2. Monitoring of di erent levels (infrastructure, runtime environment and applica-
tion)

3. Transparency to the user

4. Possibility to add alerting rules for speci ¢ components

5. Access to metrics ltered by deployment, so that they are only available to the
deployment owner.

Fig. 5.6: The architecture of tHRODALITE@RTmonitoring system

We designed the monitoring system to meet these requirements (see Figure 5.6).
The APIs that appear on the gure are the ones used by components outside of the
monitoring system. The system is composed of the following elements:

Monitoring server: It collects metrics from the exporters and saves them, exposing
a service to other components to get monitoring data. It also detects alerting rule
violations and triggers alerts.

Alert manager: When an alert is triggered by the monitoring server, it sends the
alert to the subscribed services, like beployment Refactorer

Rule server: Allows the dynamic creation of alerting rules, registering them in
the monitoring server.

Exporter registry: Allows the dynamic registration and deregistration of exporters
in the monitoring server.
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Dashboard server: Stores dashboards and makes them available to users. The
dashboards aggregate the metrics stored in the monitoring server and present
them in a meaningful way. There are di erent types of dashboards depending on
the type of exporter they aggregate the metrics from.

Dashboard registry: It allows the dynamic creation of dashboards in the dashboard
server, also manages the user permissions to access each dashboard so that each
user can only view the metrics belonging to their deployments.

Exporters: They collect the metrics from the monitored resources and expose
them to the monitoring server. There are di erent types depending on which
resource they monitor.

The rest of this section will discuss these components and their implementations in
detail. carries out, as well as some details on their implementation.

5.4.1 Exporters

The main task of exporters is probing a resource to extract data, treat this data if
necessary to convert it to meaningful metrics, and expose these for the monitoring
service. There are di erent types of exporters depending on the resource they can
extract metrics from.

Exporters are made up of di erent collectors, each of them collecting a di erent
type of metrics. For example, to expose a VM's OS metrics the node exporter is used,
which, among others, has the CPU, netstat, and le-system collectors to monitor CPU
usage, le-system status, and operating system's network statistics respectively.

In SODALITE there are 5 exporter types in use:

Node exporter: Extracts a machine's OS metrics, such as CPU and RAM usage,
context swaps, and le-system stats. One of them is deployed on each virtual
machine and edge node.

Skydive exporter: Exposes the infrastructure's network statistics such as network
ow and tra ¢ metrics 15

HPC Exporter: To monitor the jobs submitted to an HPC as well as the HPC's
infrastructure status (available nodes, queue status, etc).

Edge exporter: It contains accelerator-speci ¢ collectors for any attached hetero-
geneous accelerators (e.g., Edge TPU and GPU). They provide speci ¢ insight
into the attached accelerators. This may include aspects such as the number of
devices available, the load average, or thermal properties.

The Ansible playbooks that are responsible for setting up nodes also deploy the
exporters associated with each node. The con guration parameters for exporters can
be provided using TOSCA node properties. Listing 5.2 shows a snippet of an Ansible
playbook that installs the EdgeTPU exporters into the edge nodes in a Kubernetes
cluster. It uses the Ansible modules for executing the relevant Helm charts. By having

15http://skydive.network/
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the exporter creation and registration in the exporter registry in the standard Ansible
playbooks, these actions are transparent to the user, who only needs to provide
high-level settings for the exporters.

tasks:
-name: Add Prometheus Community repository
community.kubernetes.helm_repository
name: prometheus-community
repo_url:  https://prometheus-community.github.io/helm-charts
-name: Add Adaptant repository
community.kubernetes.helm_repository
name: adaptant
repo_url:  https://adaptant-labs.github.io/charts/adaptant
-name: Install EdgeTPU exporter
community.kubernetes.helm :
name: edgetpu-exporter
chart_ref:  adaptant/edgetpu-exporter
release_namespace: "{{namespace}}"

List. 5.2: Snippet of an Ansible playbook for installing the EdgeTPU exporter.

5.4.1.1 HPC exporter

The HPC exporter is a special case. It connects to an HPC front-end through SSH
and runs commands to gather information about the queues, node status, and job
statistics. In order to carry out this task it needs to have the user's SSH credentials,
it also must be deployed on a di erent machine than the HPC front-end itself, since

it needs to use port 9110 to expose the metrics to the monitoring server, and most
HPC's would not allow arbitrary ports to be open for security reasons. In order to
solve this issue, there is only a single HPC exporter deployed alongside the rest
of the monitoring system's core components, as part of SODALITE's back-end.
The exporter, aside from exposing an endpoint for the monitoring server to collect
metrics, also exposes 3 more endpoints, which form an API:

[create: Itaccepts a JSON object containing the necessary con guration to monitor
a given HPC front-end. It creates a collector in the HPC exporter and registers
its association with the deployment ID and user that created it. All the metrics
exposed by this collector will include labels to identify which deployment it is a
part of.

/delete: Removes the selected collector

/addJob: It accepts a JSON object which contains a deployment ID and a Job ID,
and adds the Job ID to the collector's list of jobs to monitor.

All the calls to this API are secured with the same JWT system used across
SODALITE to ensure that only authorized users can create, delete and modify
collectors and that users can only delete and modify their own collectors. This system
is also used to retrieve the SSH credentials needed to connect to the HPC's front-end
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from the secrets vault. This way no SSH credentials need to travel unsecured as part
of the con guration settings.

5.4.2 Monitoring server

The monitoring server is the central piece of the monitoring system. Its job is to
collect the metrics from all the registered exporters and store them in a database, in
a time-series format. This component o ers an API so that other components can
guery data. These queries are done in the server's own query language, which allows
for data aggregation and Itering. This API is mainly used by the Dashboard server
since in SODALITE, users do not have direct access to this monitoring server. This is
due to security considerations since users should only have access to metrics coming
from their own deployments' components.

The monitoring server also allows the de nition of alerting rules, which consist
of:

An condition written in the monitoring server's query language that, when met
for a certain amount of time, triggers an alert.

For how long the condition must be met so that the alert is triggered.

The severity of the alert

The contents of the alert that will be sent to the Alert Manager when the alert
is triggered. This may include information about the instance that generated this
alert, or other context information.

An example of an alert that triggers when a VM's CPU usage has exceeded 75%
(within the deployment with monitoring IDacf2a5-da51s4da-as44dlcla8ftr )
is shown in Listing 5.3. When an alert is triggered, the monitoring server sends it to
the Alert Manager, which is the component tasked with distributing the alerts to the
subscribed services. The main service that consumes the alerts is the Refactoring
Engine, which uses the alerts to trigger refactoring actions based on the content of
such alerts.

alert:  HighCPULoad

expr: 1- (avg by(instance,os_id) (irate(node_cpu_seconds_total{mode="idle",

) monitoring_id="7acf2a5-da51s4da-as44d1clas8ftr'}{5m])))> 0.75

for:  5m

labels:
severity:  warning

annotations:
summary: ' CPU load above 75% load (instance {{ $labels.instance }}) !
description: ' CPU load is > 75%\n VALUE = {{ $value }}\n Monitoring ID: {{
® $labels.monitoring_id J}\n INSTANCE: {{ $labels.instance }} '

List. 5.3: An alerting rule for indicating high CPU usage in a node.
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Rules cannot be dynamically added to the monitoring server by default. That
is why the rule server exists. It consists of an API that allows the registration and
removal of alerting rules on the monitoring server. The IDE has a module that allows
users to create, edit, and add alerting rules to deployments they own through this
component (see section 3.2.5).

5.4.3 Exporter registry

Much like with alerting rules, the monitoring server does not allow for the dynamic
registration of exporters. All the endpoints it scrapes metrics from must be known at
the time of deployment. In order to allow dynamic creation of resources during the
lifetime of the platform, a key aspect of SODALITE, the exporter registry is used.

The targets for the monitoring server are actually endpoints o ered by the exporter
registry. There is an endpoint for each type of exporter. When a new exporter
is deployed (for example, when a new VM is created as part of an application
deployment), the address of the new exporter is registered with the exporter registry,
which ensures that when the monitoring server scrapes metrics, it also scrapes from
all its registered exporters.

5.4.4 Dashboard server

The users see all the metrics collected by the monitoring system on a dashboard
that has been created for each deployment and exporter type. Each dashboard can be
accessed on a web browser and is a set of graphs and indicators that aggregate the
metrics from the corresponding Monitoring ID and exporter type. The component
that hosts the dashboards is the dashboard server, which also takes care of authenti-
cating users to make sure only users that have access to a Monitoring ID can view
its dashboards.

An example of a dashboard for node exporters is shown in Figure 5.7, it includes
a list of the VMs that are part of the dashboard's deployment and allows the user
to select one of them to view detailed metrics such as CPU, memory, or disk usage
graphs, as well as other indicators like the number of context swaps.

To ensure that a dashboard only contains information from a certain deployment,
the Monitoring ID the dashboard belongs to is hard-coded when it is created, which
means that there must be a way to create dashboards dynamically, a task ful lled by
the dashboard registry.
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Fig. 5.7: Example of dashboard showing metrics collected by node exporters.

5.4.5 Dashboard registry

The dashboard registry consists of an API that exposes a number of endpoints, all
secured by the JWT generated by Keycloak when the user logs in the IDE:

/dashboard (POST): The registry creates one dashboard per exporter type from a
set of templates for the required monitoring ID on the dashboard server. It also
sets the dashboard permissions so that only the user that made this call is able to
view these dashboards.

/dashboard (DELETE): Deletes the dashboards that belong to the provided mon-
itoring ID, if the user has the access to them.

/dashboard/user (GET): Returns the URL of all the user's dashboards
/dashboard/deployment/<monitoring_id> (GET): Returns the URL of the dash-
boards that belong to the given monitoring ID, only if the user has access to
them.

By using this system we can ensure the security of the monitoring system and at

the same time allow for great scalability and exibility, key values of SODALITE.
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5.5 Adapting Application Deployments

In response to the data collected and events received Mamitoring System
Deployment Refactoradtecides and carries out the desired changes to the current
deployment of a given application. In this section, we present the architecture and
the key capabilities dbeployment Refactorer

5.5.1 Architecture of Deployment Refactorer

Figure 5.8 shows the architecture of tbeployment RefactoreThe overall de-
ployment adaptation logic can be codi ed as an ECA (Event-Condition-Action)
policy. Policy Engine can enact and manage such policies. In order to build complex
policies,Deployment Refactorgarovides a set of utilitiedMorkload PredictoyPer-
formance PredictgrDeployment Con guration SelectoandPerformance Anomaly
Detector Workload Predictouses linear and polynomial regression models to fore-
cast the workload (the number of requests for the next period). Given the predicted
workload and the deployment options usBdrformance Predictocan predict the
performance metrics. If the current deployment model variant cannot meet the per-
formance goaldf)eployment Con guration Selectean be usedto nd an alternative
deployment model from the allowed set of deployment model variants (expressed in
the deployment variability modelPerformance Anomaly Detectean be used to
continuously monitor the current deployment for anomaly behaviors, and generate
alerts. The predictive ML models used by each of these components are stored in
the Predictive Model Repositorylrhe features used by such models are stored in
the Feature Storeln the rest of this section, the support for the key capabilities of
Deployment Refactorer is presented.

5.5.2 Policy-based Deployment Adaptation

To allow a software engineer to de ne the deployment adaptation decisions, we
provide an ECA (event-condition-action) based policy language. Figure 5.9 the key
concepts of the policy language. A policy consists of a set of ECA rules.

Events and Conditions A conditionof a rule is a logical expression of events.

We consider two common types of events pertaining to the deployment model
instance of an application: deployment state changes and application and resource
metrics. The application and resource metric events include (raw or aggregated)
primitive metrics collected from the running deployment, for example, average
CPU load, as well as alerts or complex events that represent predicates over
primitive metrics, for example, the above-mentiottmstHighCPULoadalert.
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Fig. 5.8: Architecture of Deployment Refactorer

Actions. The actions primarily include the common change operatiddd (Re-

move andUpdatg and the common search operatioRg{l andEvalPredicatg

on nodes, relations, and their properties. Additionally, the custom actions can be
implemented and then used in the deployment adaptation rules, for example, ac-
tions for predicting the performance of a particular deployment model instance or
predicting workload. To ensure the safe and consistent changes to the deployment
model instanceDeployment Refactoranakes the change operations to a local
representation (a Java Object model) of the deployment model (represented using
the concept of models@runtime [2]). Once the adaptation rules in a rule session
are executed)eployment Refactordranslates the current local object model to

a TOSCA le and calls the update API operation of the Orchestrator with the
generated le.

The Deployment Refactorarses a policy engine to enact the deployment adap-

tation policies. It supports the addition, removal, and update of policies. It can parse
given policies, process events, and execute the policies. The policy rules are trig-
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gered as their conditions are satis ed, and the desired changes are propagated to the
deployment model instance.

Listing 5.1 shows an example of a deployment adaptation rule that reacts to the
eventsHostLowCpuLoadand HostHighCpuLoadoy moving the snow application
between a medium VM and a large VM.

5.5.3 Data-driven Deployment Switching

We use a machine learning-based approach to implement deployment switching.
In particular, we use a performance model that can predict the performance of a
given deployment alternative in terms of deployment options used by the variant.
The deployment options represent architectural and resource selection decisions that
are made by the experts when creating deployment models, for example, inclusion
or exclusion of a web cache, use of a cluster mode, and use of a large VM or small
VM. The initial performance models are built o ine, and at runtime, based on the
monitored data, the models are retrained as necessary, for example, if the model
accuracy drops below a prede ned threshold. Figure 5.10 shows the design time and
runtime work ows of our deployment switching approach.

We rst model the allowed set of deployment variants for a given application
based on the deployment decisions, their instantiations, and their inter-dependencies.
Based on this deployment variability model, we select an initial valid sample of
deployment variants and measure the performance of each variant in the sample. We
use the measured application performance dataset to train a predictive model and
then evaluate its performance. If the model prediction accuracy is unacceptable, the

Fig. 5.9: Meta-model of the deployment adaptation policy language
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rule "HostHighCpuLoad"
when
$f1 : Alert(name == "HostHighCpuLoad")
then
Node snowvm2node = refMgt.findMatchingNodeFromRM (" ( ?name
\"snow=vm_new_2\" )");
AADMModel aadmModel = refMgt.getAadm () ;
aadmModel . addNode (snowvm2node) ;

List<Node> nodes = refMgt.getNodeMatchingRegFromRM ("snow/s

=vm=2");
for (Node node : nodes) {
aadmModel . addNode (node) ;

}
aadmModel . updateProperty ("snewkyline=extractor", "ports",
8080:8080");
aadmModel.updateRequirement("snmoskyline=extractor”, "host",

"snow=docker=host=2");

refMgt.saveAndUpdate () ;
end

rule "HostLowCpulLoad"

when
$f1 : Alert(name == "HostLowCpulLoad")

then
AADMModel aadmModel = refMgt.getAadm () ;
aadmModel.removeNode ("snewn=2") ;
aadmModel.removeNode ("snewlocker=host=2");
aadmModel.removeNode ("snewlocker=registry=certificate=2");

aadmModel. updateProperty ("snewkyline=extractor", "ports",
8082:8080");
aadmModel. updateRequirement("smoskyline=extractor", "host",

"snow=docker=host");

refMgt.saveAndUpdate () ;
end

List 5.1: A snippet of a deployment adaptation rule

performance of an additional sample of deployment variants is measured and used
to retrain the model.

To model the allowed variations in the deployment topology of an application,
we use the feature modeling technique, which is a widely-used variability modeling
technique [1], and is also supported by open source and commercial tools. We used
FeaturelDEL6 which is an Eclipse plugin that can be installed into the SODALITE
IDE. A feature model can represent the commonalities and variations in a family
of artifact variants as con guration options and their inter-dependencies and other
constraints. An artifact can be a software system, application, design model, and

16nhttps://featureide.github.io/
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more. By respecting all the constraints de ned by the feature model, we can select

a subset of con guration options (called a feature con guration), which represents

a valid artifact variant or a family member. The feature leaf nodes can represent the
component deployment options, which are the unique assignments of application
components to VMs. Similarly, the feature group nodes (non-leaf nodes) and their
hierarchical organization capture the logical decomposition of the deployment deci-
sions. For example, the web server and the database cache can be deployed together
(co-deployment) or separately (separate-deployment), which can be modeled using
an XOR feature group.

To sample a variability model (i.e., to select a subset of deployment model vari-
ants), there exist many sampling strategies proposed by the research literature in the
performance modeling of con gurable systems. In our current implementation, we
experimented with three sampling techniques: random sampling, T-wise sampling,
and dissimilarity sampling.

To collect data for o ine training of models, we used the benchmarking approach
due to our preference for the accuracy of the performance data. For each deployment
variant in the sample, we select the component deployment options, create them in
the target environment, subject the application to a range of workloads using a load
testing tool, and collect the performance metrics (response time) per workload.

To build the predictive models, the current literature in con gurable systems has
used many di erent learning algorithms, including traditional machine learning al-
gorithms as well as deep learning models. In our current implementation, we used
the following three models: Decision Tree Regression (DTR), Random Forest Re-
gression (RFR), Multilayer Perceptron Neural Network (MLP). The performance
prediction model is used at runtime to predict the performance of a given deploy-
ment variant for a given workload. If the current deployment model cannot satisfy
the performance goals, then, a deployment model variant that can meet the perfor-
mance goals is selected. For more information, we refer the readers to the relevant
publication at [5].

Fig. 5.10: Work ows of building and using predictive models for making deployment
switching decisions



84 Indika Kumara et al.

Fig. 5.11: An Overview of our Anomaly Detection Approach : (a) Training Work ow
(O ine and Runtime), (b) Prediction Work ow (Runtime)

5.5.4 Data-driven Anomaly Detection

An anomaly can be de ned as a rare event where the system behavior deviates from
whatis standard, normal, or expected. For example, a service could use an anomalous
amount of resources, or the service network exhibits tra c anomalies. The ability
to detect anomalies and trigger corrective actions is critical to maintain the quality
of service and to prevent runtime service failures and undue usage of resources.
In the SODALITE project, we consider the anomalies as Chaos that can occur in
a containerized microservice system, for exam@lelJ Hog Pod Delete andPod
Network Corruption.

We aim to detect whether a compute node or a cluster is anomalous and classify
the type of the anomaly at runtime, independent of the microservice application that
is running on the compute node or the cluster. To detect and classify anomalies, we
use a machine learning-based approach (see Figure 5.11). We rst build the ma-
chine learning models at the design time by utilizing historical resource usage and
performance data that are collected from healthy and anomalous situations. Then,
at runtime, we apply these models to the monitoring data from the application de-
ployment to detect anomalies. The monitoring data is also used to update and adapt
the models. By utilizing various capabilities of SODALITE (e.g., monitoring and
alerting, platform and resource discovery, policy-based adaptation, and redeploy-
ment), the runtime detection and correction of anomaly behaviors are supported.
We used three types of machine learning algorithms to build anomaly predictors:
Decision Tree, Random Forest, and AdaBoost. All three models were able to predict
anomalies with at least 97% accuracy.
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select DISTINCT ?node ?description ?nodetype

where {
?nodetype rdfs :subClassOf tosca :tosca.nodes.Compute .
?node rdf:type “?nodetype .
OPTIONAL %node dcterms:description  ?description .}
FILTER (?nodetype != tosca :tosca.nodes.Compute ) .
FILTER (?node != owl:Nothing) .
?node sodahasContext ?context .

?context tosca :properties  ?concept .
OPTIONAL {concept DULclassifies snowflavor .}
OPTIONAL Hconcept tosca :hasDataValue ?flavor .}

{?context tosca :properties  ?conceptl .
OPTIONAL qconceptl DULclassifies snowimage .}
OPTIONAL Fconceptl tosca :hasDataValue ?image .}

FILTER ( ( ?flavor = "ml.small" ) && ( ?image = "centos7" ))

List. 5.4: Snippet of the SPARQL Query Generated for Retrieving Nodes Matching
the Constraint avor = "ml.small" && image = "centos7"

5.5.5 TOSCA Compliant Refactoring Option Discovery

The Deployment Refactoranses refactoring options for adapting a given deploy-
ment model. A refactoring option represents one or more nodes in a deployment
model.Deployment Option Discoverearses semantic web technologies for discov-
ering TOSCA-compliant resources and deployment model fragments or refactoring
options. It considers constraints on node attributes, node requirements, node capa-
bilities, and node policies. The semantic annotation of resource models including
the attached policies enables machine reasoning which is then used for both the
discovery and the composition of resources.

The Deployment Option Discovergserforms matchmaking by executing the
SPARQL queries over the ontologies in the knowledgebase. It provides high-level
system support to thBeployment Refactoreo allow searching for resources, for
example, nd (a logical expression over node properties). It has the SPARQL query
templates for di erent types of resource matchmaking. The query templates are
instantiated with the input data received through the high-level API operations.
Listing 5.4 shows a snippet of the SPARQL Query generated for retrieving nodes
matching the constraint avor = "ml.small" && image = "centos7".

5.6 Vertical AutoScaling and Smart Scheduling

ComponentNode Managerims to deploy and manage applications on existing re-
sources deployed by the SODALITE users or by compobemioyment Refactorer
In particular,Node Manageprovides two main features that are complementary to
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Fig. 5.12: Architecture of thEODALITENode Manager

the ones of the Deployment Refactorer: i) it provides fast vertical scaling of com-
puting and memory resources, and ii) it provides scheduling to select the proper
executor (i.e., a CPU or a GPU) for a given request.

While the model ofNode Manageiis general enough to support di erent plat-
forms, its current implementation is based on TensorEbw#ensorFlow is one of
the most used frameworks for developing and executing Machine Learning appli-
cations that can be run on both CPUs and GPUs. Speci ddtigle Manageuses
TensorFlow Serving, an image of the container provided by TensorFlow that allows
ML applications to be run as Dockkcontainers.

The architecture dflode Manageis shown in Figure 5.12Node Managedeploys
containerized applications on a Kubernd®suster and provides two main types
of node: a dispatcher and a set of worker nodes (Kubernetes nodes). The dispatcher
receives the incoming requests from the users of the di erent apps and acts as a
smart load balancer.

It rst stores the requests in a dedicated queue and, according to the requirements
(Service Level Agreement) of the applications and their performance, it schedules
them for execution on a fast GPU or a CPU. In the workers, dedicated control
theoretical planners (CT in the gure) vertically scale the CPU cores allocated to

17https://www.tensorflow.org
18nttps://www.docker.com
1%https://kubernetes.io
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each containerized application given the monitored performance of the system and
the work done by the GPU. On each worker nod8ugervisolis also deployed to
manage resource contention among the di erent running applications.

As soon as a user submits a trained model, along with its Slodle Manager
Launchergenerates or updates required Kuberndgggdoymentandservicedo let
the system deploy and manage the application containers.

To exploit the CPUs and GPUs of a node, each application is bound to a speci ¢
device In particular, given< applications selected to be deployed onto a worker
node,Node Manageprovisions:

< containers containing one model each, and binds them to the node's CPU(s)
one container, containing all the apps, for each GPU

one container that includes the control theoretical planners for all the models, the
Supervisorand one actuator implemented as a Kubernetes volume.

Since we assume that the worker depicted in Figure 5.12 comes with two GPUs,
and it manages three applications, Node Manager deploys six containers in total.

The deployment and con guration of tiNode Manageand of users' applications
can be done using TOSCA blueprints.

In order to deploy applications, usersbde Managemust create an AADM
similar to the example provided in Listing 5.5

Users must use a node template of tgpdalite.nodes.nodemanager.deploy
in order to be able to correctly interface with the deploiedie ManagerThe type
requires the de nition of the following properties:

endpoint : the endpoint to contact to deploy the applications, by default it is
equal to<Node Manager IP>:5000/deployment

models: an array that contains essential metadata of each application. In particular
each element must specify:

the nameof the application and itgersion .

the sla (maximum allowed response time for the application) and its nominal
response timepfofiled_rt ). This value must be obtained by measuring on
average the end-to-end latency of a request with an empty queue.

atuning parameter of control theoretical plannalpha). The higher its value,

the faster the controller's responses to sudden changes in the performance. A
too high value, could lead to oscillating resource allocation (default value is
set to beDe5).

a URL pointing to the TensorFlow model of the applicatidfs( model_url )

the initial number of container replicas for the agpiial_replicas ).

available_gpus :the amount of gpus available on each machine

tfs_image : the Docker image of the TensorFlow serving container (default is
set totensorflow/serving:latest ).

k8s_api_configuration :metadataregarding the Kubernetes clusters (clusters,
users and contexts) as speci ed tatps://kubernetes.io/docs/tasks/
access-application-cluster/configure-access-multiple-clusters/
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inputs:
node-manager-ip:
type: string

node_templates:
node-manager-deploy:
type: sodalite.nodes.nodemanager.deploy

properties:
endpoint: get_input: node-manager-ip
models:
- name: appl
version: 1
sla: 0.4
alpha: 0.5

profiled_rt: 0.15
tfs_model_url:  https://appl.com/archive/vl.tar.gz
initial_replicas: 1
- name: app2
version: 1
sla: 0.3
alpha: 0.5
profiled_rt: 0.15
tfs_model_url:  https://app2.com/archive/v1l.tar.gz
initial_replicas: 1
available_gpus: 1
tfs_image: tensorflow/serving:latest
k8s_api_configuration:
apiVersion: vl
clusters:
- cluster:
certificate-authority: "lhome/root/.minikube/ca.crt"
server: http://32.21.111.161:8080
name: minikube
contexts:
- context:
cluster:  minikube
namespace: default
user: minikube
name: minikube
current-context: minikube
kind: Config
preferences: {}
users:
- name: minikube
user:
client-certificate: "/home/root/.minikube/profiles/minikube/client.crt"
client-key: "lhome/root/.minikube/profiles/minikube/client.key"

List. 5.5: Deploying applications throudgtiode Manager

5.7 Conclusion and Future Work

The SODALITE platform enables the deployment of complex applications on het-

erogeneous Cloud-Edge-HPC infrastructure. It supports the modeling of heteroge-
neous application deployments using the TOSCA open standard, deploying such
applications based on created models, and monitoring and adapting application
deployments. SODALITE runtime employs machine learning-based approaches to
switching between di erent deployment variants and detecting performance anoma-
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lies. SODALITE runtime includes the distributed control-theoretical planners that
can support vertical resource elasticity for containerized application components
that use both CPU and GPU resources.

We will be conducting future work in two key directions. On the one hand, we will
further develop the SODALITEuntimeby incorporating new infrastructures such
as Open FaaS and Google Cloud, and by completing the integration of the runtime
layer within the overall SODALITE stack. On the other hand, the monitoring and
deployment adaptation support will be extended for the Edge-to-Cloud continuum.
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Chapter 6
SODALITE in Context

Kamil Tokmakov and Indika Kumara

Abstract This chapter will look at the application and integration of the SODALITE
toolkit across various platforms in the Cloud, Edge, and HPC domains, with a spe-
ci ¢ focus on OpenStack, AWS EC2, Kubernetes, and PBS Torque/Slurm. While
Chapter 7 provides a deep dive into the operational environment of the individual use
cases, this chapter will focus more on general application and deployment patterns
of SODALITE alongside existing deployments, demonstrating ways in which SO-
DALITE can be leveraged more generally by SODALITE users in these respective
environments.

6.1 Introduction

This chapter describes a general usage of SODALITE platform and serves as a guide
for SODALITE users to create, adapt or extend their respective SODALITE models
in order to provide a support for resource provisioning, optimization and deployment
of application components in HPC, Cloud and Edge infrastructures. The SODALITE
users are categorized into three types: Application Ops Experts (AOE), Resource
Experts (RE) and Quality Experts (QE). Each type is performing a certain work ow

- a set of common activities associated with the user type.

As such, a RE models available infrastructure resources and provides implemen-
tation artifacts that manage a lifecycle of the resources: instantiation and tear down of
resources. A QE provides optimization models that are used to select and con gure
optimal application runtime for speci ¢ infrastructure target. An AOE then develops
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an abstract application deployment model that constitutes application topology and
consists of the instances of the node types de ned in the resource models, relation-
ships between the instances (e.g. dependency or host relationships) and association
of optimization models into the instances. Upon the deployment of the application,
an AOE can then monitor its runtime.

For more information on SODALITE users and their work ows, one can refer to
Chapter 2. Furthermore, Chapter 3 discusses on application, resource and optimiza-
tion models, whereas deployment and monitoring are outlined in Chapter 5.

This chapter is organized as follows. Section 6.2 provides details on the actions
to be executed by Resource Experts who are in charge to make available to the
other roles models of the available resources. Section 6.3 focuses on the activity
of Quality Experts. Section 6.4 presents the core work of Application Ops Experts
(AOE). Finally, Section 6.5 concludes the chapter.

6.2 Resource Expert

The Resource Expert (RE) follows the work ow depicted in Figure 2.2. He/She
develops Resource Models (RM) and implementation artifacts, such as Ansible
playbooks, templates or con guration les, that will be performing the lifecycle
operations over the infrastructure, middleware and other resources. Alternatively,
the RE can use the Platform Discovery to automatically de ne the resources. The
SODALITE IDE repository contains reference examples of resource mbatadisthe
iac-modules repositoBcontains their TOSCA counterparts and Ansible playbooks.
Typical resources in the cloud environment that the RE models are the following:
(1) credentials to access cloud provider; (2) a keypair - an SSH public key that will
be embedded into a VM for the remote access; (3) a security group and rules - a list
of rewall rules that de ne ingress ports for accessing the VM or egress ports for
the VM to have an access to; (4) a virtual machine (VM), specifying the properties
of the VM (‘avor, image, network, etc.) and associating keypair and security rules.
Listing 6.1 presents an example of a resource model for OpenStack VM, where
properties, such as VM name, image, network, avor, SSH keypair, security group,
OpenStack credentials via environment variables, etc., can be provided to specify
the con guration of the VM. The RE can de ne lifecycle operations in the model
and associate implementation artifacts and inputs to these artifacts to a particular
operation. Possible operations are: create, con gure, start, stop, delete. Inthe example
(lines 14-25), the create and delete operations are de ned with the inputs taken from
the values of the properties and Ansible playbooks used as implementation artifacts.
In Listing 6.2, an Ansible playbook for an OpenStack VM creation is shown. The
inputs that are previously de ned in the resource model are passed to the playbook
as Ansible variables. OpenStack modules are used to interface with the OpenStack

1https://github.com/SODALITE-EU/ide/tree/master/dsl/org.sodalite.dsl.examples
2 https://github.com/SODALITE-EU/iac-modules
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sodalite.nodes.OpenStack.VM:
derived_from: tosca.nodes.Compute
properties:

name:

type: string

flavor:

type: string

image:

type: string

0s_env:

type: map

attributes:
interfaces:
Standard:
type: tosca.interfaces.node.lifecycle.Standard
operations:
create:
inputs:
implementation:
primary: "openstack_vm_create.yml"
delete:
inputs:
implementation:
primary: "openstack_vm_delete.yml"

List. 6.1: Snippet of resource model for instantiation and deletion of an OpenStack
VM

- hosts: all
tasks:
- name: Create VM
0s_server:

state: present
name: "{{ vm_name }}"
image: "{{ image }}"
flavor:  "{{ flavor }}"

register:  server_info
environment: "{{ os_env }}"
- name: Set attributes

List. 6.2: Snippet of an Ansible playbook for creating an OpenStack VM

control plane and environment property is used for setting OpenStack environment
variables also obtained from the inputs. The playbook may also include tasks with
set_datamodule to set the attributes of the resource model, such as public address
and ID of the VM, to be later used for VM deletion or as input to other resource
models with the hosting dependency.

Unlike the cloud resources that are instantiated dynamically - e.g. a virtual ma-
chine, in HPC case, the resources are static and access to an HPC cluster is usually
done via a single SSH endpoint of the frontend node. The RE must de ne the models
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sodalite.nodes.hpc.WorkloadManager:
derived_from: tosca.nodes.Compute
properties:
scheduler:
username: ...
ssh-key:
attributes:

sodalite.nodes.hpc.Job:
derived_from: tosca.nodes.SoftwareComponent
properties:
name: ...
script:
nb_nodes: ...
interfaces:
Standard:
type: tosca.interfaces.node.lifecycle.Standard
inputs:
operations:
create:
configure:
start:
requirements:
host:
capability: tosca.capabilities.Compute
node: hpc/sodalite.nodes.hpc.WorkloadManager
relationship: tosca.relationships.HostedOn

List. 6.3: Snippet of a resource model for HPC cluster access and job submission

and the implementation artifacts that will access the cluster and interface with the
workload managers, such as PBS or Slurm, to submit batch jobs.

Listing 6.3 shows an example of the resource model for de ning an access to
and job submission in HPC cluster. Scheduler property of the WorkloadManager
node type de nes the workload manager to interface with, whereas username and
SSH key de ne the credentials needed to access the cluster. Alternatively, the SSH
key can be retrieved by the Orchestrator from the secrets vault (see See}ion
in order to connect to the target cluster. The Job node type de nes the properties
of the job, e.g. name, number of nodes and walltime, that will be con gured at
the job submission. It also de nes the host requirement that must be assigned to a
workload manager instance. With respect to the lifecycle operations, the job creation
and con guration are setting the job script in the le system of the cluster, whereas
the start operation submits the job via the workload manager's interface, such as
gsub and sbatch commands for job submission in PBS and Slurm, respectively.

In the similar way, the RE can provide resource models for Kubernetes. The
Kubernetes cluster de nition should contain the properties for cluster access, e.g.
via kubecon g le, whereas Kubernetes objects can be de ned in node types that
require the Kubernetes cluster instance for their creation. Ansible provides Kuber-
netes modul@that allows to interface with Kubernetes API to deploy objects, and
Ansible playbooks containing this module can operate the lifecycle of the objects.

3https://docs.ansible.com/ansible/latest/collections/kubernetes/core/k8s_module.html
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- name: Call HPC Exporter API to create a collector
uri:

url:  http://{{hpc_exporter_address}}/collector

method: post

body:
scheduler: {{ "pbs" if (scheduler == "torque") else scheduler B
host: {{ ssh_host }}
deployment_label: {{  deployment_label }}
monitoring_id: {{ monitoring_id  }}
hpc_label: {{ ssh_host if (hpc_label == ") else hpc_label B
scrape_interval: {{ scrape_interval  }}

status_code: 200

body_format: json

headers:
authorization: "Bearer {{ jwt }}"
when: scheduler != "batch"

List. 6.4: Ansible playbook to create a collector on the HPC exporter

- name: Registering job_id in HPC Exporter
uri:
url:  http://{{hpc_exporter_address}}/job
method: POST
body:
job_id: {{ job_id }}
host: {{ ssh_host }}
monitoring_id: {{ monitoring_id  }}
body_format: json

when: scheduler != "batch”

List. 6.5: Snippet in the job deployment playbook to register a jobid in the HPC
Exporter

To enable monitoring, RE should develop the implementation artifacts that will
create a node exporter and register it with SODALITE Monitoring System. For
example, in order to monitor the jobs deployed to the HPC and the state of the
queues/partitions, a collector needs to be registered on the HPC Exporter (see Section
5.4.1.1). To carry out this task a start operation can be added to the life-cycle
of the sodalite.nodes.hpc.WorkloadManager node, presented previously, with its
corresponding Ansible playbook (see listing 6.4). scrape_interval, which limits how
often monitoring calls can be made to the HPC, and hpc_label, which tags the
metrics coming from the HPC with a user de ned name are optional properties of
sodalite.nodes.hpc.WM to con gure the collector.

Every time a job is deployed on the HPC a call needs to be made to the HPC
Exporter to register the job-id on the corresponding collector, so it can be monitored.
This can be achieved by adding an operation to the sodalite.nodes.hpc.Job node's
start playbook (see listing 6.5)

In order to monitor a VM, in the Ansible playbook associated to the create node
lifecycle operation of this node, an instance of both a node exporter and a Skydive



96 Kamil Tokmakov and Indika Kumara

agent can be deployed on the VM. The node exporter can then be registered with
Prometheus by making the necessary call to Consul.

Once the resource models and implementation artifacts are developed, the RE
saves the models in the Knowledge Base. The Application Ops Expert can then use
them to deploy their applications or other REs can extend them to provide additional
properties or functionalities.

6.3 Quality Expert

The role of the Quality Expert (QE) is provide optimization models (OM) that
will be used as inputs to the Application Optimizer (MODAK, see Section 4.4)
to select the optimized container runtime for an application to run on a particular
infrastructure target. The work ow of the QE is presented in Figure 2.5, where the
QE measures performance characteristics of resources of a particular infrastructure
provider and derives its performance model, saves these characteristics and the
model into the performance registry of MODAK, and based on the them de nes
optimization models.

MODAK exposes the following endpoints to populate its performance registry:

1. infrastructures: to de ne the parameters of a particular infrastructure: such as
hardware, storage classes and workload managers. Listing 6.6 shows an example
of a cluster de nition, where Slurm workload manager is de ned with two storage
mount points and thgpu partition, with 5 compute nodes, each having 32 cores
of x86 Zen2 architecture CPU, 2 NVIDIA Tesla P100 GPUs and 256 GiB of
memory.

2. scripts: to de ne scripts that enable certain optimization steps in the job script,
such as modules loading, setting environment variables, etc. Listing 6.7 is an
example, where for a particular infrastructure, Cray Program Environment (CPE)
for GNU should be loaded.

3. models: to de ne scaling models associated to a particular application. Listing
6.8 shows an example, where parallel e ciency of 0.8 is set to determine the
scaling of application following Amdahl's law.

6.4 Application Ops Expert

The Application Ops Expert (AOE) typically follows the design and runtime work-
ows, depicted in Figures 2.3 and 2.4. He/She rstly creates application container
images either manually or via Image Builder and pushes them into the image reg-
istry. Then, AOE de nes an abstract application deployment model (AADM) - a
model that constitutes application topology: it consists of the instances of the node
types de ned in the resource models by RE, relationships between the instances (e.g.
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{
"name™: "example-site" ,
"description": "possibly named after a mountain”
"configuration™: {
"scheduler":  "slurm" ,
"storage™: {
“file:///scratch": { "storage_class": "default-high" 1
“file:///data": { "storage_class": "default-common" }
"’partitions”: {
"gpu: {
"nnodes": 5,
"node": {
"ncpus™: 1,
"cpu": { "arch™ "x86_64", "microarch": "zen2", "ncores": 32, "nthreads" 2 },
"naccel"; 2,
"accel": { "type™: "gpu”, "model"; "P100" },
"memory": "256GiB"
}
bl
}
List. 6.6: Snippet of a MODAK request for infrastructure made by QE
{
"description": "enable CPE for GNU for all apps running on site ' example-site ' ",
"conditions"; {
“infrastructure": { "name": "example-site” }
"'data": { "stage™ "pre" , "raw": "module load cpeGNU"}
}
List. 6.7: Snippet of a MODAK request for scripts made by QE
"opt_dsl_code":  "some-hpc-code-v1l" ,
"model": { "name": "amdahl", "F": 0.8 }
}

List. 6.8: Snippet of a MODAK request for scaling models made by QE

dependency and host relationships) and association of optimization models into the
instances. Reference examples of abstract application deployment models can be
found in the SODALITE IDE repositos

When the AADM is developed, AOE deploys it via IDE. Upon the deployment
of the application, the AOE can then monitor its runtime using the dashboard of
the Monitoring System. During the runtime, the Refactorer can determine whether
the application needs additional resources or the resources are overutilized, and the
respective scaling can then be performed.

The following subsections will present how AOE can use the resource and opti-
mization models already available in SODALITE for deployment over OpenStack,
Slurm and Kubernetes. The resource models for AWS EC2 is similar to the ones

4https://github.com/SODALITE-EU/ide/tree/master/dsl/org.sodalite.dsl.examples
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for OpenStack, hence they are omitted for brevity, but can be easily adapted to the
examples for OpenStack. The same applies to usage of a particular HPC workload
manager. The examples for Slurm can also be adapted for PBS case. This section
completes with the usage of optimization models and runtime monitoring.

6.4.1 Deployment over OpenStack

A general use case of instantiating a VM in OpenStack involves the following steps:
(1) obtaining valid credentials; (2) creation of an SSH keypair; (3) creation of a
security group and rules; (4) creation of a VM, specifying the properties of the VM
(‘avor, image, network, etc.) and associating keypair and security rules.

SODALITE providesopenstackmodule that contains resource models (RMs)
needed to execute such use case. The OpenStack credentials can be speci ed as an
input to an AADM. These credentials should be speci ed as OpenStack environ-
ment variables, such &S _AUTH_URLOS_PROJECT_NAMBS USERNAME
OS_PASSWORUDvia os_envparameter. Thenvinput can then be retrieved via
get_inputfunction across the whole AADM, whenever a new OpenStack resource
needs to be instantiated.

An SSH keypair can be created either manually in OpenStack dashboard or via
sodalite.nodes.OpenStack.Keypaade type. For the latter, the name of the keypair
and a public key should be speci ed along with OpenStack credentials. For creation
of a security group and rules, it is necessary to specify the name of group as well as
a list of rewall rules, each containing the protocol, port range, direction (ingress or
egress) and the remote IP pre x that further restricts access to the VM at the network
level. A resource model for creation of a VM contains required properties that need
to be speci ed in the AADM, such as the name of a VM, image, avor, keypair and
username used for SSH connection. If default network and security group assigned
to the VM by OpenStack shall be altered, the respective properties can be de ned.

Overall, Listing 6.9 shows an example of a security group for HTTPS protocol
and a VM creation that runs Ubuntu 18.04 LTS image and has the security groups
assigned. Therotected_byrequirement represents a dependency relationship be-
tween the VM and security group, i.e. the security group shall be created rst to be
later assigned to the VM.

Once the OpenStack compute resources are speci ed, it is now possible to de-
ne application deployment on top of the resources. The OpenStack VM node
type (sodalite.nodes.OpenStack.YM derived from the standard TOSCA compute
node type and provides t@stcapability. Therefore, a software component, which
requires a host relationship to be speci ed, can use OpenStack VM as the host,
where the software component will be deployed, sadalite-os-vmAltogether,
SODALITE provides prerequisites for the deployment of an application in Open-
Stack: the security rewall rules that open ports necessary for the application, the
management of keypairs and credentials for management of VMs, application con-
guration and deployment. A user can de ne custom node types that require a host,
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sodalite-security-rules:
type: openstack/sodalite.nodes.OpenStack.SecurityRules
properties:
ports:
https_port:
port_range_min: 433
port_range_max: 433
protocol:  "tcp"
remote_ip_prefix: ~ "0.0.0.0/0"
direction:  "ingress"”
group_name: "https-access"
env: get_input:  env

sodalite-os-vm:
type: openstack/sodalite.nodes.OpenStack.VM
properties:
key_name: "sodalite-keypair"
image: "ubuntu-18.04-Its"
name: "test-vm"
security_groups:  "https-access"
env: get_input:  env

requirements:
protected_by:
node: sodalite-security-rules

List. 6.9: Snippet of OpenStack security group creation for HTTPS and OpenStack
VM creation

which then can be instantiated in an AADM, specifying an OpenStack VM in the
host requirement.

6.4.2 Deployment over Slurm

An HPC cluster and access to it can be modeled usingadhlalite.nodes.hpc.WM
node type of thévatchmodule, as shown in Listing 6.10. In the cluster model, the
scheduler type can be speci ed as slgrmor torque otherwise théatchtype is
assumed - a generic cluster not managed by any resource mddsgerameand
ssh-keyare used to connect to the frontend node of the cluster with the hostname
speci ed in thepublic_addressttribute. Thessh-keyproperty speci es the path
to the SSH key in the Orchestrator's le system to use for the connection and is
optional when the default SSH key is preferred or SSH client is con gured in the
ssh_con gle. Alternatively, the SSH key can be uploaded by the user and retrieved
by the Orchestrator from the secrets vault (see Se@®rin order to connect to
the target cluster. The model also contains optiamtimizationscapability, which
speci es the target name that serves as an identi er for MODAK to retrieve additional
optimizations if MODAK has knowledge about the target cluster.

In order to de ne or install (as a privileged user) a container runtime used in the
cluster,sodalite.nodes.batch.Container.Runtioa be used. It provides properties
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slurm-cluster-A:
type: batch/sodalite.nodes.hpc.WM
properties:

scheduler:  "slurm"

username: "user_123"

ssh-key: "/path/to/ssh/key"
attributes:

public_address:  “frontend.cluster-a.com"
capabilities:

optimisations:

properties:

target:  "slurm-cluster-A"

List. 6.10: Snippet of an HPC cluster model

hpc-app-xthi:
type: batch/sodalite.nodes.batch.Container.Application
optimization:  cluster-a-mpi
properties:
app_tag: "mpi-app-xthi"
app_type: "hpc"
executable: "./xthi"
requirements:
runtime:
node: singularity-runtime
host:
node: slurm-cluster-A

List. 6.11: Snippet of a containerized application de nition

to specify which runtime to use, where the images will be stored, and in case of
pulling images from the private registry, where the certi cates and the registry are
located. Currently, only the Singularity runtime is supported for batch applications.
The runtime instance should also specify tlustrequirement, e.glurm-cluster-A

An example of the de nition of a containerized HPC application is presented in
Listing 6.11, where the name of the application, type, preferred number of MPI ranks,
executable, and arguments can be speci ed. Additionally, the build parameters can
be provided, de ning the source, which can also point to a Git repository or tarball,
and build command. Theptimizationparameter de nes the optimization model
associated to the application, such that an optimized container runtime image will
be selected. The details of optimization models will be presented later in the section.
The hostandruntimerequirements de ne the target cluster where the application
will be deployed and which runtime shall be used. Toetime requirement also
de nes the location where the optimized container images should be pulled from.

Batch jobs contain job headers and commands to execute applications, including
con gurations of the application environments, such as loading of the necessary
libraries and drivers, and exporting variables. Job headers specify the parameters of
the jobs, such as number of nodes, cores, memory, maximum walltime, queue, etc.
The headers format is speci c to the resource manager in-use, i.e. the job headers
for PBS are di erent from the ones in Slurm. Therefore, the job parameters were
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hpc-job-xthi:
type: batch/sodalite.nodes.batch.Container.JobExecution
properties:
job_name: "xthi-job"
queue: "fast-storage-queue”
node_count: 2
process_count_per_node: 40

wall_time_limit: "1:00:00"
requirements:
application:
node: hpc-app-xthi
runtime:

node: singularity-runtime
host:
node: slurm-cluster-A

List. 6.12: Snippet of a batch job de nition

uni ed in the node type for batch jolsdalite.nodes.batch.Container.JobExecution
and the resource manager is not explicitly speci ed, but rather derived frotrodte
requirement, as shown in Listing 6.12. MODAK then generates a job script with
the required job headers for the speci ed resource manager, as well as commands
to prepare the environment and execute the application. The generated job script is
then ready for execution on the cluster.

A work ow of batch jobs is an ordered execution of jobs. SODALITE provides
node types that start the jobs on the clustattalite.nodes.work ow.Joéind wait for
the job resultsodalite.nodes.work ow.Resulf the job result is successful, the the
next job in the work ow is executed; in case of a failure, the work ow terminates.
Once the failed job is xed, the work ow can be resumed from the failed job, so
that previously executed jobs are not executed again. The work ow order can be
speci ed using thedependencyequirement. Independent jobs can be parallelized
internally by the SODALITE orchestrator to decrease the deployment time.

6.4.3 Deployment over Kubernetes

SODALITE provides several resource models, such as clusters, nodes, Kubernetes
de nitions and Helm charts, in th&ube module that help to develop the de-
ployment model for Kubernetes applications. To de ne a Kubernetes clister,
dalite.nodes.Kubernetes.Clustende type is used, as shown in Listing 6.18er-
nameproperty ancublic_addressittribute de ne the target host, where the Kuber-
netes client is installed. It can be either orchestrator or a remote gateway host, which
can access a Kubernetes cluster. Kubecon g les contain information about clusters,
users, namespaces and authentication mechanisms for accessing de ned clusters.
While kubecon gproperty de nes the path to the kubecon g le, which already ex-

ists on the target hostubecon g_rawde nes the raw values for kubecon g, which

will be created and later deleted, once the deployment nishes.



© N oA ®WwN R

©

11
12
13
14
15
16
17

102 Kamil Tokmakov and Indika Kumara

kube-cluster:
type: sodalite.nodes.Kubernetes.Cluster
properties:
kubeconfig:  "~/.kube/config"
kubeconfig_raw: get_input: kubeconfig_raw
username: "centos"”
attributes:
public_address:  "kube_master.sodalite.eu”

node-xavier-nx:
type: kube/sodalite.nodes.Kubernetes.Node
properties:
name: "xavier-nx"
gpus: 1
cpus: 1
edgetpus: 1
armé4_cpus: 1

List. 6.13: Snippet of a Kubernetes cluster and node de nition

The hardware characteristics of nodes of a Kubernetes cluster are de ned in
the sodalite.nodes.Kubernetes.Nodede type and can be either populated by the
Resource Experts or discovered with Platform Discovery Service. This node type
provides properties for describing hardware characteristics, such as number of CPUs,
CPU architecture, number of accelerators (GPUs, EdgeTPUs), that serve as a hint
to the AOE to select the node, where the pods will be scheduled to based on the
hardware requirements. As an example, Listing 6.13 presents a node that contains
an EdgeTPU, a GPU and an ARM64 CPU.

In order to deploy an application on Kubernetes, Helm charts can be used. Helm
charts can be deployed cluster-wide or targeting a speci ¢ node, e.g. with accel-
erators. In both cases, the properties are common and can de ne the Helm chart
repository, name, version and values, however, node speci ¢ deployment must de-

ne additional kube_nodeequirement to specify the target node of the Kubernetes
cluster. An example of a node speci ¢ deployments of MySQL database is outlined
in Listing 6.14. Thekube nodeequirement speci es the node with a GPU, as de-
ned earlier in Listing 6.13, hence the chart can utilize the GPU to run its workloads.
Without this requirement, the deployment will be cluster-wide.

6.4.4 Optimization models

In Section 6.4.2, theptimizationparameter was introduced for batch applications to

associate the optimizations that will be applied to the application. The SODALITE
IDE provides an optimization model editor to create such optimizations, which
will then be included in the container runtime images selected by MODAK. An
optimization model has the following structure:
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mysql-helm-cluster-wide:
type: kube/sodalite.nodes.Kubernetes.Definition.Helm
properties:
name: "mysql-release-1-from-helm"
namespace: "default"
chart: "stable/mysql"
chart_version:  "latest"
repo_name: "stable"
repo_url:  "https://charts.helm.sh/stable"
keep_repo: false
values:
replicas: 2
requirements:
host:
node: kube-cluster
kube_node:
node: node-xavier-nx

List. 6.14: Snippet of a node speci ¢ application deployment via Helm chart

enable_opt_buildspeci es whether an optimized build speci c to a particular
hardware target should be included. The list of targets @pin build parameter.
enable_autotuningspeci es whether autotuning should be included. See Section
4.4.2 for details.

app_type speci es application type. Currently traditional HPC and Al training
are supported.

opt_build speci es the hardware target (CPU and accelerator types) for the
optimized container.

autotuning speci es optional con guration for the autotuning. Users will pro-
vide a script that can be used some application input parameters for the best
performance.

app_type-hpandapp_type-ai_trainingspeci es the optimization con guration
speci c to HPC or Al training application types.

Listing 6.15 shows two optimization models that represent an optimization for
HPC with the MPICH v3.1.4 MPl library, and Al training using TensorFlow 2.1 with
XLA accelerated with Nvidia GPUs. These optimization models can be associated
to the HPC and Al applications in AADM. MODAK will then select optimized
container runtime images and generate build and run instructions for executing the
applications using these optimized images. Ebe g parameter in the optimization
con guration for HPC applications speci es which parallelization type should be
chosen as an optimization: MPI, OpenACC, OpenCL or OpenMP. For each of the
parallelization types, further con gurations can be provided, such as a speci ¢ MPI
library (MPICH, OpenMPI, MVAPICH) and version, the compiler for OpenACC
and OpenCL, or a nity for OpenMP. For Al training applicationspn g speci es
an Al framework, such as TensorFlow, PyTorch, or Keras. For each framework the
version can be selected and further acceleration can be enabled, such as XLA for
TensorFlow or Glow for PyTorch.
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optimization cluster-a-mpi:
enable_opt_build:  true
enable_autotuning:  false
app_type: hpc
opt_build:

acc_type: none

cpu_type: x86
app_type-hpc:

config:

parallelisation: mpi

parallelisation-mpi:

library: ~ mpich

version: "3.1.4"

optimization cluster-a-gpu:
enable_opt_build:  true
enable_autotuning:  false
app_type: ai_training
opt_build:

acc_type: nvidia

cpu_type: x86
app_type-ai_training:

config:

ai_framework: tensorflow

ai_framework-tensorflow:

version: "2.1"

xla: true

List. 6.15: Snippet of optimization models used for HPC and Al training

6.4.5 Monitoring and Refactoring

Once an application has been deployed, the AOE can monitor in real time the metrics
generated by the di erent exporters on Grafana. In the Governance View of the IDE

a link is provided for each of the Dashboards that are created automatically for the
deployment. The AOE can log in Grafana through the Keycloak account. Fig. 5.7

shows an example of the node exporter dashboard, containing metrics for the VMs
that have been deployed as part of the application.

The IDE provides an editor for alerting rules, the AOE can use it to de ne
rules that, when violated, signal the refactoring engine to redeploy an application
modifying the necessary parameters. The rules are written in PromQL and the IDE
assists in their de nition with contextual suggestions similar to the resource and
AADM editors. Listing 6.16 shows an example of an alerting rule that gets triggered
when a VM's disk is over 80% full. When the rules are ready they can be registered
on the backend by the IDE itself, which sends it to the rule-server, an API used to
register the rules on Prometheus dynamically.

In response to the alerts generated by the SODALITE monitoring layer, the
application may need to be recon gured and deployed. The AOE can de ne such
adaptation decisions as set of ECA rules, and con gure the deployment refactorer
with those rules. Listing 6.17 shows an example of an adaptation rule that reacts
to the eventOutOfDiskSpacéy replacing the VM that host the snow application
between a new VM having a su cient disk.
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groups:
- name: alert.rules
rules:
- alert:  OutOfDiskSpace
expr: |

(node_filesystem_avail_bytes{deployment_id="5sdfsdf121"} * 100) /
node_filesystem_size_bytes{deployment_id="5sdfsdf121"} < 20 and
ON (instance, device, mountpoint)
node_filesystem_readonly{deployment_id="5sdfsdf121"} == 0
for:  2m
labels:
severity:  warning
annotations:
monitoring_id: ' 5sdfsdf121
instance: ' {{ $labels.instance }}
summary: Disk space running low (instance {{ $labels.instance }})
description: |
' Available disk space is low (< 20% left)
VALUE = {{ $value }} LABELS: {{ $labels }}

List. 6.16: Disk full alerting rule

rule "OutOfDiskSpace"
when
$f1 . Alert (name== "OutOfDiskSpace")
then
Node newNode- refMgt . findMatchingNodeFromRM "(?disk > 150)" );
AADMModel aadmModel refMgt . getAadng);
aadmModelreplaceNode ("snow-vm", newNodg
/I Update requirements, etc
refMgt . saveAndUpdatd); // Update the deployment with the new model
end

List. 6.17: A snippet of a deployment adaptation rule

6.5 Conclusion

This chapter provided examples of common usage of SODALITE platform by the
users, who are responsible for di erent cases. While the role of the Resource Expert
is to de ne resource models and implementation artifacts, the Quality Expert de nes
optimization models that help to statically optimize the applications. Both of them
share their respective models with Application Ops Expert, who incorporates the
models in the abstract application deployment model, in order to deploy applications
into various execution platforms in the Cloud, Edge, and HPC domains.
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SODALITE Use Cases
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Abstract This chapter describes the various use cases of the SODALITE project in
more detail. Each use case is representative of a unique infrastructure and operational
environment supported by SODALITE: Snow (Cloud/OpenStack), Clinical Trials
(HPC/Torque), and Vehicle loT (Cloud + Edge / Kubernetes). Each section includes
an overview of the speci c challenges faced by the use case, an overview of the use
case system architecture, target infrastructure, and operational environment, followed
by ways in which the SODALITE approach was successfully applied to address the
unigue challenges of the use case. Each section concludes with a brief review of the
bene ts that the use case achieved through the application of SODALITE.

7.1 Introduction

The SODALITE approach has been applied during the development of the project
to three di erent case studies. They have shown to be quite complementary one with
respect to the other and have allowed us to experiment with di erent aspects of the
SODALITE platform.

The rest of this chapter is dedicated to the presentation of all the three cases.
More speci cally, Section 7.2 presents the Snow use cases, which has been already

Paul Mundt
Adaptant Solutions AG, Berlin, Germany e-maiaul. mundt@adaptant.io

Kamil Tokmakov
High Performance Computing Center Stuttgart (HLRS), Germany, e-tkeaitil.tokmakov@
hirs.de

Ralf Schneider
High Performance Computing Center Stuttgart (HLRS), Germany, e-madfilschneider@
hirs.de

Joao Pita Costa
XLAB, Slovenia, e-mailjoao.pitacosta@xlab.si

107



108 Joao Pita Costa et al.

introduced in Chapter 5; Section 7.3 presents the in silico clinical trials use case,
which shows strict QoS requirements and the need to be executed on HPC; Section 7.4
provides an overview of the Vehicle IoT case, which introduces a new challenging
execution environment, that is, the edge. Finally, Section 7.5 concludes the paper.

7.2 Snow Use Case

The Snow use case has been brie y introduced in Chapter 2. This section provides
further details on it and on how the usage of the SODALITE platform has been
bene cial for modeling the use case deployment and for its execution.

The use case is about collection of images from multiple sources, their analysis and
transformations to deduce from them information about the amount of snow available
on mountains and, therefore, the available reserve of water. Application components
are logically organized in a pipe and Iter approach and are mostly executed on
cloud resources. In this context, SODALITE o ers proper mechanisms to model the
deployment of the system and to control its operation and recon guration.

The following subsections will elaborate more on the motivation behind the use
case, describe the main components of the use case, and provide more details on
how SODALITE was used to deploy the use case and on the achieved bene ts.

7.2.1 Background and motivation

With climate change impacting the planet, the issue of water scarcity has entered
political discourse globally. Even in countries that do not yet su er water poverty,
conservation has become a prominent goal. Making good use of water implies
predicting its availability and planning usage in a way that satis es the potentially
con icting objectives of industry, agriculture, and the common people.

In mountain regions, the water stock is essentially preserved in the form of snow
and permafrost. The Alps are the highest and most extensive mountain range system
that lies entirely in Europe. The climate changes have a deteriorating impact on the
region, negatively a ecting the ecosystem as well as a population of 14 million people
spread across eight countries. The problem is worsening with increasing recorded
annual average temperatures and decreasing precipitation levels. At the same time,
ground monitoring infrastructures have not been updated due to high investment
requirements. This calls for novel instruments for the low-cost, high resolution, high
accuracy monitoring of the dynamics of environmental events and conditions in
mountain regions, especially in the Alps.

The Snow Use Case plans to provide a solution by improving the capillarity
of mountain environment monitoring. It applies advanced image processing work-
ows capable of extracting useful environment information from large collections
of publicly available mountain related multimedia data.
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7.2.2 The snow detection pipeline

The solution pursued in the Snow Use Case is an original method to derive informa-
tion on mountain snow coverage from a massive amount of public web content (user
generated photos and images captured from touristic web cams). The method uses
an image processing work ow that aligns the picture taken by the user or crawled
from a touristic web cam to a synthesized rendered view of the terrain that should
be seen from the camera point of view; the synthetic panorama is generated by a
projection applied to a (publicly available) Digital Elevation Model (DEM) of the
Earthl This supports decision-making in a snow dominated mountain context, e.g.,
the prediction of water availability from snow coverage in mountain peaks.

Content acquisition and processing rely on crawling geo-located images from het-
erogeneous sources at scale. The proposed approach elaborates content by assessing
the presence of mountains in each photo, identifying individual peaks, and extracting
a snow mask from the portion of the image denoting an identi ed mountain. Archi-
tecturally, the system is distributed between several data centers. The alignment step
is computationally intensive and can run on CPU, but is best executed on GPUs.
The alignment operation must be executed for every acquired image. In particular,
the image analysis work ow extracts the skyline for an image taken in uncontrolled
conditions, and thus mustimplement a multi-stage, GPU-intensive sequence of steps,
including image normalization, jitter compensation, occlusion detection, and skyline
extraction. Given the massive amount of images to be processed to monitor the entire
Alpine region over a long period of time (in the order of millions of images per year),
the work ow must be deployed on a massively scalable, GPU-enabled architecture.

Figure 7.1 shows the di erent components of the pipeline. Two main image
sources are used: touristic webcams in the Alpine area and geo-tagged user-generated
mountain photos in a 300 x 160 km Alpine region. The subsections below describe
the components of the pipeline in details.

Fig. 7.1: Components of the Snow Use Case pipeline

lhttps:/iwww2.jpl.nasa.gov/srtm/
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